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1.1 USB RzhZed%

ICWKEY f§ FH| USB 4808 1 (Virtual COM Port) FUHER:, B ORI B, 752236 0R3h, R HKE Winlo
RS, RGESHITERRE 2L, MR Winl0 BRI REFET %28, 2R a4 USB

driver\STSW STM32102 V1.4.0, Z&[iE readme. txt, #RJ5Xd7 VCP V1. 4.0 Setup. exe AN, 2%
AR R 2 -

C:\Program Files (x86)\STMicroelectronics\Software\Virtual comport driver, =4 Hi/X £ gt L F i
Wi a o A
Stepl) fift &

| Viirtial Conn no Aruer W1 A D ~etallShiald VWi=ard
ﬁ virlal Lom port ariver v .50 - installaniela vwWwiZard A

[
Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical

| inati L i
C:\Program Files (x86)\STMicroelectronics\Software,

User Information:
Mame:

Company: I

| Inztalishield

<tk |[ @msal || cance

o I a T L B i £ 4 & ™

Step2) JA 8l %%

v |HEBRE » Windows (C:) » Program Files (x86) » STMicroelectronics » Software » Virtual comport driver » Win7

E = o ET=E = / Forl
o |  BATRS: i
E dpinst_amd64.exe 2010/7/23 21:28 RS nggﬁmﬁ
#* % dpinst xB6.exe 2010/7/23 21:28 RiFREE \‘:LL\ —.
# (7 stmede.cat » 22U ER 2010/7/22 1918 =2£EF FHXERHYAK )
£ stmedeinf 2010/7/4 0:52 =EEE
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ME&E
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?jﬁE(L—}H) | e e e e |
ZEFFIS  Ox | 00000002 fFHEEN TR
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UIDHA{E(&) 0x | 000000000000000000000000 LI FRsUIDEHRE
A © M stisssumEss
SEE R (4] MFEETes
EERRERAIE R | 55535 ERETEE
wEEH
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Bl LR NS (ICWEEY ) B P, PR s e 30> P
THARFMRIE-

1]
BN T 1

00 oK 5 MO P
sl TR R SRAa
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FEiE: 400-1B65-595
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BEAGMGIETFHAN, J5E 2 — AR BRI S 5%, BAEREAOR, B IS S A B IROT A B0R, R
DNCIE-viEl (kTR

=iy

REmE UDHE HEiEE
UIDINEE*

® rEEIEREE (Matr) O $HEpRE S R(ECDSA) O BREEX

[o]EHERENIEE ¢ Vector)
EHEE {3 w | ChipIHEE 13 v WEEEE  Litle-endiar

WEMERiKey || 0xF1D71103 | |0xD37DD2B4 | | OxF2140C84 |

L REIDE (A EEEEEE)

mEEEEE LRSS x|

[{The following code may warn in KEIL{MDK), ignore it
static void ChipUIDAlgo{char pUserID[], char pChipID[], char pkey[])

i
pkey[0] = pChipID[(] & pUserID[0] * pChipID[&] | pUserID[£] ;
pkey[1] = pUserID[10] * pChipID[5] * pChipID[&] - pUserID[10] ;
pkey[2] = pChipID[4] * pChipID[2] * pUserID[4] - pChipID[=] ;
pkey[2] = pChipID[11] & pUserID[5] ~ pUserID[5] | pChipID[4] ;
pkey[4] = pUserID[2] ~ pChipID[&] | pChipID[4] + pChipID[Z] ;
pkey[5] = pChipID[5] *~ pUserID[7] + pChipID[2] | pUserID[5] ;
pkey[c] = pChipID[2] + pUserID[4] * pChipID[1] * pChipID[1] ;
pkey[7] = pUserID[2] * pUserID[E] | pUserID[2] * pChipID[4] ;
pkey[2] = pUserID[c] - pChipID[£] * pChipID[c] + pUserID[E] ;
pkey[2] = pChipID[11] | pUserID[5] + pChipID[4] ~ pUserID[5] ;
pkey[10] = pChipID[2] + pChipID[4] - pUserID[7] & pChipID[7] ;
pkey[11] = pChipID[£] + pChipID[5] | pChipID[0] - pUserID[4] ;
¥
BiE X 12 iREA
HBMEMPIER T FRE? OILLEEIRIE: 2P pchi ID[X]}B?DpChipID[Z pUserDx] ( 21 puserd(3] ), &
EEF (M a+-* EPEI’] T =Ey T R 'J% (R IERE: FRIT L ER)
FEANA R |o It SEEH ﬁ EH{R7F 9

OBERNAE R, AR, SRR TS NE A AL R R, CORAF I E A2
OPRAFHERE -

TRAF UID S35, REITH P9 T 38 TCWKEY, Brgmil HoR 3t ORAF X TR RE, T2 35 DR 505, 5 e fHK
FTIFIH S

mE B
MiEEEERESE MubDEs (L] eHEs
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#higge4z | | Wsers\KingSea\Desktop{TargetiC_Example_Matrix_v1.03_Test\cortex_chipid_binding\Safelic_43709995.uprj

k 4 #FRE

N ICWKEY

ICWorkshop
0/0

AR ICWKEY

Safelic 43709995
100051000

AR

2 FRFELUREL 3 BERURE
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1.4 HFEFMA UID By E B4 B4

E A3 UID Hykgmia gy, S UID e iE S (cortex chipid binding. h&cortex chipid binding.c), %
HRHAPHIFEBE, XEEHNLE SRS, BAEE TargetIC Example\TargetIC Example Matrix v1.03

EEEEIEE SRS X

/{The following code may warn in KEIL{MDK), ignore it
static void ChipUIDAlgo{char pUserID[], char pChipID[], char pKey[])

i
pkey[(] = pChipID[1] & pUserID[0] * pChipID[&] | pUserID[&] ;
pkey[1] = pUserID[10] * pChipID[5] * pChipID[&] - pUserID[10] ;
pkey[2] = pChipID[4] * pChipID[2] * pUserID[4] - pChipID[=] ;
pkey[=] = pChipID[11] & pUserID[5] ~ pUserID[5] | pChipID[4] ;
pkey[4] = pUserID[£] -~ pChipID[E] | pChipID[4] + pChipID[Z] ;
pkey[5] = pChipID[5] *~ pUserID[7] + pChipID[2] | pUserID[©] ;
pkey[c] = pChipID[=] + pUserID[4] “ pChipID[1] * pChipID[1] ;
pkey[7] = pUserID[£] * pUserID[E] | pUserID[2] * pChipID[4] ;
pkey[E] = pUserID[c] - pChipID[&] * pChipID[5] + pUserID[E] ;
pkey[2] = pChipID[11] | pUserID[5] + pChipID[4] “~ pUserID[=] ;
pkey[10] = pChipID[2] + pChipID[4] - pUserID[7] & pChipID[7] ;
pkey[11] = pChipID[£] + pChipID[5] | pChipID[0] - pUserID[4] ;
b
BiE X Z i ikEA
Ejgﬂﬂiﬂﬁ)] % R —IU\EH};‘T@T’E #H pchi ]]I}[::{]}B?III[:LChu:r]I}[z]}}E pUserID[x] ( ¥0 puseriD[3] ), F&
EEMF (M &+ EPEH 4%‘%53;‘]%%&1%3@4% (P fERE Rin stk
FEAN.4E Al - fEEEE SHER H IEHIRTT

» TargetiC Example Matrix v1.03 » cortex chipid binding

Eal

= EiHE -} Foh
7 @ cortex chipid binding.c 2020/3/31 17:28 C 3% 7 KB
: @ cortex chipid binding.h 202073431 17:28 H 3% 6 KB
" T[T safelic_43709995.upr] 2020/3/31 17:12 UPRJ STi KB

HOB g B AR T R GO AR 22, Bl
TargetIC Example\TargetIC Example Matrix v1.03\MDK-ARM\TargetIC Example\TargetIC Example. bin,

P AT L{#F TargetIC Example. hex;
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L C_Example Matrix_v1.03\MDK-ARM\TargetlC E — O X
File Edit View Project Flash Debug Peripherals Tools SWCS  Window Help
NMEBEH@| & 2@ - | BN N /= Ji: | B pevicenFo_sTART_abD[]

@ @ b _,| %ﬂ TargetlC_Example 'v £\| ﬁ @ @ @ |
Project (gD " B ] cortex chipid_bindingh | ] cortex chipid_binding.c | - %
=% Project: TargetlC_Example 42 * / o

=] TargetlC_Example i
=8 Application/User 44 -
.j . 45 P T L T gy L Ly R e
malpe 46| static void ChipUIDRlgo (char pUserID[], char pChipID[], char pHev[])
E2] J stm32f 1w _itc a7l ¢
[+ Ij st32f1xx_hal_msp.c s 48 pEKey[0] = pChipID[0] & pUserID[0] * pChipID([8] | pUserID[E]
- 03 Drivers/STM32FTxc HAL Drin 49 pEey[1l] = pUserID[10] * pChipID[5] * pChipID[8] - pUserID[10] -
LT : - - 50 pEey[2] = pChipID[4] * pChipID[2] * pUserID[4] - pChipID[5] :
1 Drivers/CMSIS s " : 2 T
g oy Al 51 pEey[3] = pChipID[11] & pUserID[5] [ pUserID[5] | pChipID[4] :
B cortex_chipid_binding e 52 pKey([4] = pUserID([S] 7 pChipID[8] | pChipID[4] + pChipID[Z] :
A cortex_chipid_binding.c ||| 1. 53 pKey[S] = pChipID[&] [ pUserID[7] + pChipID[Z] | pUserID[E&] :
Lo R R 54 pEey[6] = pChipID[3] + pUserID[4] “ pChipID[l] * pChipID[l] :
’ CMSIS B - EL& pEey[7] = pUserID([E] * pUserID[E] | pUsexID[2] * pChipID[4] :
: 56 pEey[8] = pUserID[&] - pChipID[8] * pChipID[&] + pUserID[E] -
L ST pEey[9] = pChipID[11] | pUserID[5] + pChipID[4] [, pUserID[S] :
58 pEey[10] = pChipID[2] + pChipID[4] - pUsexID[7] & pChipID[7] -
59 pEey[ll] = pChipID[&] + pChipID[5] | pChipID[0] - pUserID[4] :
a0 }
o | N ) -
[i=] Project] @B-J-:‘I-:: {} Func..| Oy Temp..| | € 2

Build Qutput L =
compiling stm32flxx hal flash.c... ~ |
compiling stm32flxx hal flash ex.c...

compiling system stm32flxx.c...

compiling stm32flxx hal uwartc.c...

compiling stm32flxx hal exti.c...

assembling startup stm32f103xg.s...

compiling cortex chipid binding.c...
PP

Program Size: Code=5788 RO-data=360 RW-data=32 ZI-data=1192 e
FromELF: creating hex file...
After Build - User command #1: fromelf --bin -o "C:\Users\KingSea\DesktDp\TaIgetIC_Example_HatIix_vl.03\HDK—I;RH\O\JI
" \Outputi\TargetIC Example.axf™ - 0 Error(s), 0 Warning(s).
Build Time Elapsed: 00:00:16

O Hrm 1% ;
Q@UEARAS I HERE AN TCWKEY HH 8 2 56 4 —FE A5
ORI SOFT 1 (B %)
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1.5 PowerWriter f£/7 01 H

@F‘mer‘u’h’riieﬂ.ﬂ.ﬂ] [Build:2020-03-24 18:25:44] — O
B HioE EEH OES

m e . e e ' Program Memory

ADDRESS 03 04 06 07 03 09 0A OB OC 0D OE

[001] Hirh 003000800
(D021 S 00800100

[ﬂ'D-l] ﬁ!i]t ﬂ:ﬂBDDZDDﬂ Fon2 I{B
[005] )t (<08002800 #4]+:2 KB
[006] i)t (<08003000 #4]+:2 KB
[007] M1k 0e08003800 Foo]+:2 KB
[008] )L 0x08004000 #74]+:2 KB
[005] Hir)t:0<08004800 #-4]+:2 KB
[010] )t (08005000 #4]+:2 KB
[071] i)t (08005800 #4]+:2 KB
[012] i1t :0<0B006000 Foo]:2 KB
[013] 1)t (08006800 F4]+:2 KB
[0714] 1008007000 #4]+:2 KB
[015] )t 008007800 #/]+:2 KB
[016] Hfi)t: (08008000 #4]+:2 KB
[017] M1k C<08008800 F-+]»:2 KB
[018] )t ( 08005000 #4]+:2 KB
[015] i)t 0<08003800 #4]+:2 KB
[020] 11k Ce0B00ADD0 4|22 KB
[021] Hi1tiE:Cx0BD0ABDO ]2 KB
[022] M1k :(0B00BO00 /|22 KB
[023] 141k 00800BB00 F7+)+:2 KB
[ﬂZ-l] ﬁliﬂ: ﬂ:ﬂBDD'.:DDD jr_ J\:Z KB

S«dagrecooa [

B+t Friahht St ]
Target!C_Example bin (08000000 [ (x08001823 | 6180(6.04KB)

Sl TR GRINEIR LS RS

COBS TR AE s e 1
@R & 1F -

@ PowerWriter1.0.0.1 [Build:2020-03-24 18:25:44)]
4B | HTE) ®EIH) BE

0 /=@

: i ZE Program memory(R) m Memory
e E= Program memory(B)

=& Program memory(E)

AT P

K00 H 15z B ANE AF R 2B PowerWriter FEskas o

MCL

mEEE o BASE
mEGH || o mEEE

11
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1.6 BZEZERGH

AT — BT, TOWKEY S4B —, OLED FR¥E & R0 7 o

1. 7 RS

VBIRE L REDY LED IAER, U SRORE F AR AR iy 3t e sk B 73 Ah— A, LED AN IANHE, UID fRIAERL.

2 =ENH

2.1 ICWKEY H & =&t

TCWKEY {5 FH ()22 2= L1 -

1, ICWKEY 4585 KH ST mbvits bk, TR T 2 iR, Debug Thfg (JTAG &serial wire) CL4 K AZE
FH, O F P R BOE eI e A R g s

12
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2, ICWKEY 5 PC/PowerWriter HIEIK] AES INEE, P9 ER 2 IR FNG, MIMBICIEME %9
3, ICWKEY T UID @Biines 5k, BUEREP o & I Bmnt s, iR/ HAR R 2 S8 _BigeT,
4, PowerWriter [FIFEICE 1 HAUKEL, HAMBUFE ICWKEY JfABE 25 BRIZBLER BRI ;
5, BMUBUEEAENX, AT s, FRBAIREA > LR B EE

6, FZRIREUE B MERIEE BB, AREOE AP B I E E g, SN flash 85 IKEFH
mFER

7, ICWKEY.exe KH] ct++ 11 FF&, WHEARISRA T KREKENE AR, Hash/In#csEids, AR N7+ 1
AR S B, B R B, SRR R B e, M7 KERS S, 225,

2.2 UID MEMEFEINE Matrix) /+H

Lm*ﬂ]%kﬁ’lﬂﬂfﬁ% FT HARE A W) unique chlp 1D, S EE XK Key BEAT IR, Sk

FiaHE, HEH—HEBUEH, ﬁﬁﬁﬂ Yauok AT IS A [RIRE () 5 T R IR AR 3 B A2 75 1
Lﬁ AU A IR A AR N, ORAEE Fﬁﬁk%kﬂ’]?‘%%& UTD HERE N2, R Refe ik H0 ) LA [ e R
ICWKEY. exe T AR AL A e B2 ﬂ%FﬂgT UFIMEOERE, S oikpitios ik, TEZ—Hn bl

EEEEIEE SRS X

/{The following code may warn in KEIL{MDK), ignore it
static void ChipUIDAlgo{char pUserID[], char pChipID[], char pKey[])

i
pKey[0] = pChipID[0] & pUserID[0] * pChipID[&] | pUserID[&] ; pUger[D BRPBENAIKey
pkey[1] = pUserID[10] * pChipID[5] * pChipID[&] - pUserID[ 11
pKey[2] = pChipID[4] * pChipID[2] * pUserID[4] - pChipID[5] ; DC!‘IIDID UJ-#PQEE"Iun:que chip 1D
pkey[2] = pChipID[11] & pUserID[5] ™ pUserID[5] | pChipID[4] ; pl{ey.ﬁ'ﬁﬁmﬁ
pkey[4] = pUserID[£] -~ pChipID[E] | pChipID[4] + pChipID[Z] ;
pkey[5] = pChipID[5] *~ pUserID[7] + pChipID[2] | pUserID[©] ;
pkey[c] = pChipID[=] + pUserID[4] “ pChipID[1] * pChipID[1] ;
pkey[7] = pUserID[£] * pUserID[E] | pUserID[2] * pChipID[4] ;
pkey[E] = pUserID[c] - pChipID[&] * pChipID[5] + pUserID[E] ;
pkey[2] = pChipID[11] | pUserID[5] + pChipID[4] “~ pUserID[=] ;
pkey[10] = pChipID[2] + pChipID[4] - pUserID[7] & pChipID[7] ;
pkey[11] = pChipID[£] + pChipID[5] | pChipID[0] - pUserID[4] ;
}
BiE X Z i ikEA
MBS R TR —Juxﬂﬁ};fﬁ 32 HH |:tf:hi%lﬂ[:g]}B?DI:*Chu:rIDD]}}E puserID[x] (0 pusern[3] ), &
EEMF (M a+-= EPEH 4, B e BN B R R ER L IR
FEAN.4E Al EENH SHER h‘g IEHIRTT

13
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2.3 UID [ ph £k ¥ 4544 (ECDSA) /4R

Al B 28 hn 25 #32: (E11iptic Curve Cryptography), fAifRk ECDSA, &3 T4 [ il 2885 5 20 10 S A — Fh AR XS
FRIN2E 5% FHEG RSA, ECDSA A3 E T LAME BRI 2540, SRSCIS RSA AH Y EE S 24, e PRz bt i)
BRI S, H2BHEAMAEEEFER, WERERAAHRMAT, B RBIES LR gL, O
64MHz FARIRZEFERT £ 0. 6s, 057 SRAM MEM: 75 2 1k B 2| 12Kby tes ((RASA 1 BN WAF L) » X2 —FhEE &
AR SRAT B i e A PRI IR+

HE AR N %
Unique chip ID Unique chip ID
ERTFUYS 1  PowerWriter ¥ ICWKEY
£l AN R R Lk
CRED) | r it BRER Sl
= _.':.I"'I: '.J'."".;./_"', _‘--IZ ‘ _.-
EFI{IFWL“"; i 5;; i;ﬂ fI l&;;dD ICWKEYA$UIDJH 5
R BRMERSE Y,
ECDSAEHERES %
/(Fublic key

const static uint® t PUBLIC KEY[49]={
Ox04,0:02,0%ED, 053, 0x4 7,027 2, 004, 0674, 0C6, 0x7C, 0x7 A, 0xFC, 0x1 C, 0202, 0x8 2, OxA 1,
Ox05,0xB4, 0x36,0xC9, 0x49,0x59, 0xD 8, 0x4 5, 0xBB, 0xAC, 006, 0xF5,0x5B, 0x6A4, 0x38, 0xBB,

0xD0, 0x00,0xEF, 0x4F, 0260, 0xB6, 0x57, 0xDF, 0228, 0x95, 0x54, 0xC3, 02D 3, 0xF3, 0235, 010, =rEl @Fﬂ_ﬂETH‘
0xD3

b

/{Private key
const static uintd8 t PRIVATE KEY[24]={

0x30,0%72,0%03, 0%59, 0xD8, UXBD, 034 A, 073, 0X7F, 0XUE, 0xFA, 0x09, UXOE, 0X1F, 0xF0, 0xBA, sl
1
Ox41,0xB7,0%ED, 0xF9, 0x90,0x32, 0XE7, 0xDA FHEICWKEY

¥

15 FiRER

LiAFREHEELR , RAREFHESELE, RRINENE 2 BEBmIE Flcip DARALER
#RIEH, ERBFIEEGR ; ERAMBFRLE T ABE S Flchipila tAlifE s

B SHER B et

2.4 WK B R SCInE A

WIS T &3 A BB TCWKEY JF & B 7€ SUINZE &k, iEBLARTAT (cs@icworkshop. com) o FRATAIHEE SDK, SDK
SEEL T BB, TFAE R EERE B T E L ALR IS, SRR BRI,

14
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Project

Project

= A

] UserConfig.h = | ] UselCunfi'g‘c.

stm32gdux_it.c

Drrivers/STM32G4xx_|
Drivers/CMSIS
Middlewares/USB_De¢
OLED
MemoryArchitecture
ij MemoryArchitec
;j MemoryArchitec
UART Protocol

|11 UART_Protocol C
] UART_Protocol T
sissdk/inc
sissdk/src
mbedtls/inc
mbedtls/src

m

|
|
=0
=

=&
=

UserConfig

&
ij UserConfig.c
|_] UserConfig.h

O e B S
@B E T H A ARAE T B
OB EFBIEL

= Project: IF_UKEY
[ 43 IF_UKEY
-3 Application/User
[ 3 Drivers/STM32Gdix_HAL_Driver
3 Drivers/CMSIS
-3 Middlewares/USB_Device Library
=3 oL
-3 MemoryArchitecture
(-3 UART Protocol
F-0 sissdk/inc
- sissdk/src
[ d mbedtlsfinc
3 mbedtls/sre
(=15 UserConfig
B UserConfig.c
‘ B UserConfig.h
& cmsis

2.5 H&MALK UID #Z2AUE FH a4

usbd_conf.c _:_l 54
usbd_desc.c 55

usbd_cdc_if.c s€

stm32gdx_haln | 55

up

DEFAULT

ICWorkShop Safety License Shield Default device information

" DEVICE INEO
These default messages, as factory settings,
In particumlar, these three parameters (@ref DEFAULT_pIDjEct,@rEf DEFAUL

r of the dewice
ey,8ref DEFAULT Iv) are necess

determine the initial behavi

External computers or burners must also have the same settings to commur

cate with

them

DEFAULT_KEY
DEFAULT IV

)x31, (

0x33, 0x34, 0x35, 0x36,
45,0x44, 0x43, 0x42, Ox4

*Initial project name*/

0x3%,0

%35

DEFAULT_FirsctConfig true f*This is the first configuration after production*/
DEFAULT handler 0 f*Initial communication handle*/
DEFAULT_project "ICWorkshop" F

0x42, 0x43, 0x44, 0x45,0x46}
x34,0x33,0x32,0x31, 0x30}

DEFAULT Sn

DEFAULT licEnable
DEFAULT uidLimitEnable
DEFAULT fwUpdateEn
DEFAULT_ fwExtDatWriteEn
DEFAULT_fwExtDatReadEn

DEEAILT JlocFrnabl
DEFAULT 1icTotal

DEFAULT ConfigTimeLeft

.
s

#E ) userconfigh | ] UserConfig.c

*Product serial number:O0xO0l

000~OxEEEEEFFE*/

enable /*Enable authorization by default*/

disable f*Uid range limit off by default*/

disable f*Default enable upgrade firmware=®/

enable f*The default enable writes extended data from outside as
enable /*Default enable read extended data*/

nakl e /*Default snable to read log data*/

10 f*Default authorized quantity#*/

OxEfEfE f*Default configurable times*/

32 | /* Includes xS
33 | # ude "UserConfig.h"

34

35 /%*

36 * @brief This function generates license data based on the input chip ID

37 ® @note This function is the most important function

38 * @param uid data Unique chip ID data received

39 * @Bparam uid size Unique chip ID size received

40 * Eparan lic data License data generated

41 * @param lic size License data szie

42 % Bretval License gensration status

43 = -’f

44 | _ weak bool GEﬂEra-':ELi!:EﬂSE_( uinté t *uid data,uintlé t uid size,uint8 t *lic data,size t *lic size)
45 [H{

46 [*RFPBCENENEE )

47 memcpy (lic data,uid data,uid size): EE}%*R%FEI%ﬁ:Generate]_mense
48 *lic size=uid size;

49 il g

50 return true;

i

52 -

58| 4

54

WEEL T, BEBEEM, BA0GH N chip ID HihibA0 UID S A7 Hcth i & BN 01, ] BUF SR & A UID 4%
KRB, BATIRABLH UTD S P VEBIRE e AT 2 e VERE RO DAL, 2 13 (A 11 £ o AN 2 W S B A

KEER .

Hihik PRYITH 2] DX R AT UL — B SCHR T 3 302 vty 1309 =
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3 HIHTIRE AN A

BT A A
ICWEKEY v1.00 - J\Safelic_43709995.uprj = *
M) HATE) FEIH) B=EL
B -
=R | SafeLic_43709995 | BREE  comis v | [(EETHRELE T HhEe RS (IOREr) 7 &1, R inkRE—T
= B LhE e Bl & (ICWRET ) B PR, BlLlRiase e 30— P
= (L->H) | HedE R EE R R R R RREEE RS R R R RS RS RS E | RIsFios TR R -
e (L-=H) | FRA R EE R R R R R R B EEERR R R R RR R SRR SR | ‘ Eﬁ‘ﬂ:];ff:%
e Bl L 1h
=EEL UDEE REEE gl LiRRHE CEHID BiRLE
Fodht: https:/fwww. ioworkshop. com
E =t | Safelic_43709995 % 400-1565-595
= MPFE: cs@icworkshop. com
#ﬁ%ﬁ(L—}H) | FEFEERRERLREEREERRERERERRRERE TR | B
?jﬁE(L—;‘»H) | FEFERXXERLRERXERRRERRRERRRERE RS |
BEFSIE  0x |0000000000000156 | FeminT e
UID&/|+E(&) O0x  000000000000000000000000 j—m;@fq:ﬂ-gg
UIDFA(E(&) 0x | 000000000000000000000000 L PR U D= S
e A EHUDES
- ; 04/01-16:00:38:554 > {MBIEIZE .
FIELE A HFEEEILF 04/01-16:01:45:292> HIEERETH: Safelic_ 43709995, upr i
SRR EE A l:l e 04/01-16:01:47:657 > Bafi%EHEm
ERETEE 04/01-16:01:47:767 = EidpkTh
04/01-16:01:47:800> FRINREENTREEE MBS Safelic.
e 43708995, BRI 0x0000000000000155, HWARZR :»1. 00, FRERE  v1. 00, i
; RS #0100, RFEHREE o00, REFEIEIENE 0. VIDELE : [mEFERE
MEEREREE  MUuDE# [L] werms T2 (Matrix)
L

3. 138

1. Xt
FETE/MBWH/AREHE/TE BFER, THANSEEEAEERM UID Fyk, TH SO A7 i
B SR

ICWKEY v1.00 Safelic OB3BB2CF.upij*
THHE WEE BEH ESL
BWIEE
LI SE=E) | ICWorkshop | EEEE )
2= (L-=H) | T — | BlEFinE
a8 (L-=H) |1:::::::::::::::1:::::::::1:::::::1:::::::1: | ® =uis

IO H A AR (S oK B AR, WERA RRAFIENL BB “*” $E7m.

k. ERYITE S0 X 3R AT 4508 L — B SCHR 3 S 2 ol 1309 = Hif: 0755-83831322 dk: www. icworkshop. com
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2. AT

BCAEBEE: (BN RGE IS, e Al ICWKEY Hy) #8 —5, TiH%H=" ICWorkshop” ,
B i9=303132333435363738394 14243444546, [ H=46454443424139383736353433323130;
BT EEWRBE : IR BOE R FH I BB A& P R E A4 RGO B & cHT In) &
B RAFIEEEHT: S 0 H ORAFXTIEAE, DRAFSEIH SO, KT H W T 83 ICWKEY;

3. W
BRSSP FRE R AT DA SRS S R

N
T
o

TR 30/ JETE, SIS

3. 2 @R E

BiizE
RE%S  [1cworkshop | BERE | comiz -
R (L->H) | Heg g fd ek k d g g R gt g e | Blsias
F=
a8 (L->H) |**:**************:************** | . L
=

BAEF ICWKEY % 5738 W 75 GBI S it &7 #2410, SEPUR ICWKEY FEsz/ Wi, 15 B = ICWKEY
OLED B b1 B ox 1 I H 252 S —2.

3.3 MERE->RZAE

HEEE

wEEE UDH:%: BEER

e = ke | Safelic_BE78CLF4

e () B e |
FEBL>H) [ |
BEFESIS  0x [0000000000000143 | FgissmTE
UIDE/ME(S) 0x | 000000000000000000000000 e
UIDE:#/&(S) 0x | 000000000000000000000000 CIpES|UDEEE
e 10000 | 435 W UIDE
RIS 10 | MazEzias
SERRRIRERE RS [ 5 | S ETEE

FUiH LRR&HT FEIE&FT M E: N PowerWriter. exe & Hillid >k

17
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BEFFS: ICWKEY HI72 5 EAS, RFse—k ICWKEY 31, Fyleazim—, P FaE g,

UID B/ME&UID B KB : 4ffife “FR%I UID #ZBUEHE " WHEE %%, F /ol LLEE I IhE W E ICWKEY HREXT I
UID Y& [l A Fooes R4 T 3243

BASE: IOWKEY i 2 REEHET 2 /DI BE R

AIRCE RS P T LLyoe TOWKEY FmI e & CE, i I 1 e 4 201 LU S Bn 6l AR 50 B BN A 240
ERRIRBBE RS RS, MEEFEN ICWKEY H3REL

R TR : JT/ K IAIfE

REGFE: TF/REMTG, I RA TR E N, SRERS] IOWKEY J5 23R R — 6 R E IR
BRI UID $AGE . FF/ 5B UID A0 Fl Th sk

AFEANUID EE: JF/K5 A UID HiEDRE

FRBERER: T/ RHEILR, HELCREER RS, CHREL BRI RIIRE, KA1
BEEEAREE : AT — R ICWKEY A 35T H AL &

Ui HEC B ->UID H ik

NEGR

wEmEE UDEE BEiEE
UIDhIEEE =
@ [EEERE S (Matr) O EREESER(ECC) O BEPEEY

[aIE4ERENNES { Vector)
EHEE 4o w ChipIHEE | 45 v R | itile-endiar

FE#EfiKey | OxCF61A022 | |0x778B0730 | |(OxC6F177ED |

BV (i R B iRIE)

=] T (ECC)
F T S mE R

FIP AT DA —Ff UID I8k, It T i & .

18
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3.5 MERE->HERER

MBS
BERE UDHE:E BEER
HEREE
ERE8 | 10000 | ERRE 0 |
i P |11 | =3 |n |
FHEEE |IZI |
EMES
iR

Chip ID(L->H) 0x| 352DDA054348393242510543 -'ﬂj it

FEALE I H B AN AT B .

4 UID A B #5:: /- FH Ja. il

JOIFEE LT STM32CubeMX FF &, T EFF K E IR H.

4.1 HEFEFEME Matrix) B A5t 5 2R EH

Juff|#4%: TargetlC Example\TargetIC Example Matrix v1.03

Project i B x |
= i Project: TargetlC_Example
-4 TargetlC_Example

E-&Z Application/User

|E3] !

B0 stm32fli_it.c

B stm32flxx_hal_msp.c

-1 Drivers/STM32F1xe_HAL_Driver

-0 Drivers/CMS5IS

E-Z cortex_chipid_binding

& ] cortex_chipid_binding.q e'
_| cortex_chipid_binding.k

Gr—cmrsTS
OFE main. ¢ 7R J QAT AT AL ATIE ] UID A256

Hihik PRYITH 2] DX R AT UL — B SCHR T 3 302 vty 1309 =

L i%: 0755-83831322 M{dik: www. icworkshop. com
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@cortex chipid binding. c&cortex chipid binding. h #&H ICWKEY. exe HzhA K, SEHLFZALEE LA R I6F ;

;j main.c
S1
g2 /* Initialize all configured peripherals */f
o3 MX GPIO Init():
o4 MX TIM1 Init():
= MX USART2 UART Init():
Se /* TUSER CODE BEGIN 2 */f
a7 S AIpitial Chip
og ChipUIDInitial () : o
g9 ; USElR LUl R =~/
100
101
102
103 /* Infinite loop */
104 /* TUSER CODE BEGIN WHILE */
105 while (1)
106 |
107 /* TUSER CODE END WHILE */
108
10% /* USER CODE BEGIN 3 */f
110 S Chesk in venr code
111 if (ChipUIDAlgo Check()) e
e T
113 ffok
114 HAL GPIC TogglePin(LED1 GPIO Port, LED1 Pin);
115 HAL GPIC TogglePin(LED2 GPIO Port, LED2 Pin);
116 HAL Delay(300):
117 }
118 else
118 {
120 fffal=e
121 HAL GPIO WritePin(LED1 GPIO Port, LED1 Pin, GPIO PIN RESET);
122 HAL GPIO WritePin(LED2 GPIO Port, LED2 Pin, GPIO PIN RESET);
123 }
123
125 }

OFEHET UID K362 A5 ChipUIDInitial BREL % REUH 3R B ETS F #Y unique chip ID;

R UTD #2480, BERREGE NI, o] DUERE R 2 M BT A

1, BA ICWKEY RAA TR, HAFE S R4 BFrts . cortex chipid binding. h #:ts Fy chip ID [RIFEfigHE
HEAN UID #Z AU At bk, AR SEfR—3, 752 P F B

2, TEAFAINER, STM32 AT chip ID FFFREHBIEARELSLN, I/ 5 EAAM AT AL BE

4. 2 15 h 23045 42 (ECDSA) B twits i F2 vl

Juf5l 4% : Examples for mdk\TargetlC_Example ECDSA v1.03
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Project o B
5“4 Project: TargetlC_Example
Elsa TargetlC_Example
B+ Application/User
I L] main.c Io

_°] st 32f T _it.c
J st 32f 1xx_hal_msp.c
F-d Drivers/STM3Z2F e HAL_Driver
- Drivers/CMSIS
F-1d sissdkfine
E-d sissdk/src e
{0 mbedtlsfinc

#

28 B

2.8 §

[+

£ H mbedtls/src

EE=] cortex_chipid_binding
=] j cortex_chipid_binding.c e

_] cortex_chipid_binding.h
¥ RS

WFE main. ¢ PR T AT BEAT R4 A0 AN R ] UID #256:;

(QECDSA 77 ZHI M, AL T CRC, ARS & HAhTh RE;

@cortex chipid binding. c&cortex chipid binding. h =& H ICWKEY. exe HahA K, SEILFZAZE4H UG AIE s
B 1 RN R ED, BT EAINT R

D) Kkt EONO=4KB, HERENO=8KB, 1Xi&— DL AIHE, BCDSA XF RAM HEM )/ REBEK

2) Keil #BE FAZ#%aMl, 1E Option—>C/C++—>Include Paths 5N 7 [ FH 4%

3) ECDSA &S/ RE, AMZIE R MRS L300, BARER S Hm e, (HEERIIN RAE I SO A 2 PR
B2, XL IR E CRC RS, AES INAR#E, 401 RFTEAETE 2 18,

5 EEREM

5.1 JH K UID SAEIEIRARE L IURE B 5t T 1B

ICWKEY. exe ‘T H HIYEARAD L AU 4 H brots B SEFR LA T2, 7E cortex chipid binding. h & 3 Mk
iR

#tdefine UID CHIP MASK 0x1155282C //Random generation

#tdefine UID CHIP_SIZE 12 //ChipID Size
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#tdefine UID CHIP ADDR (0Ox1FFFF7E8 "UID_CHIP_MASK) //ChipID Inner Addr in chip
#tdefine UID KEYADDR INNER (0x0800FF80 UID_CHIP_MASK) //Key Store Addr In flash

ffE R -
UID CHIP SIZE=Chip ID MK, B #RSE 12bytes;
UID CHIP ADDR=Chip ID 7E:5H FfffEfghhl, FEEEEE ST FKEEE T 5145,

UID KEYADDR INNER=JI%5 524 i AR AU S AR O B R A FE L, Bk 8 T TS R BUS FH pe s 31t b
b, XANHHER P E S RE .

UID_CHIP_MASK=TCWKEY. exe /X3 Hi YRS I A Bl (I REALEL, AL BVR A I/EA, B F A2 SC B ELE B 1 chip
ID Mk AT UID $2A0 kit , 3600 7 4l A A ) 3 i

ISR HFEFAMEAEN ESHLEs VIDNERR

BT | lonkeydET R
UcnKey EHET

e | s
Mg | EEE|

IREERR: [safelic_43709995 | §ETd RTFEIE

Chip ID 7E&5 R g bk, iE25% “Power Writer I ZZF RM0001. pdf” [ “Power Writer UID Hh
HEXTRRRAS” , FRAGIHE IR TS AL P 25, SERR I RIS PGS i T KB 7 F A

TSt O 25 UID < (5779) UID 2 gn ik
STM32 STM32F0XX 12 Ox1FFFF7AC
STM32F1XX 12 Ox1FFFF7ES
STM32F2XX 12 Ox1FFF7A10
STM32F3XX 12 Ox1FFFF7AC
STM32F4XX 12 Ox1FFF7A10
STM32F7XX 12 0x IFFO7A10 (F72XX/F73XX)

0x IFFOF420 (F74XX/F75XX/F76XX/F77XX)

STM32G0XX 12 0x1FFF7590
STM32G4XX 12 0x1FFF7590
STM32H7XX 12 Ox1FF1E800
STM32LOXX 12 0x1FF80050

Offset 0x00:UID[31:00]
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Offset 0x04:UID[63:32]

Offset 0x14:UID[95:64]

STM32L1XX 12 0x1FF80050 (Cat. 1&Cat. 2)
0x1FF800D0 (Cat. 3&Cat. 4&Cat. 5&Cat. 6)
Offset 0x00:UID[31:00]
Offset 0x04:UID[63:32]

Offset 0x14:UID[95:64]

STM32L4XX 12 0x1FFF7590
STM32L5XX 12 0x0BFA0590
STM32WB55XX 12 0x1FFF7590

J cortex_chipid_binding.h j cortex_chipid_binding.c

32| ————————————— &
aa -

BEE P THolENES oo e e e e e e e e e e e e e e e e e e ol
35 #include "cortex chipid binding.h"

36
37 #warning |Please confirm whether the UID CHIP ADDR&UID KEYADDR INNER is correct. We
38

P

cortex_chipid binding. ¢ FARE —~F%%, KM LAWIASH chip 1D LR RCHIE 53 B
Ef, WA AL A, TR

5.2 S RE I IR B XA E Y

HUINIETE TCWKEY. exe NI H LA (. upr j) A REEFEAMEC B ICWKEY, FTOFIUH S5 2, Frlss i
GFIH SCPF RIS, 7500 TCWKEY Joik R E -

5.3 UID ZBUESH H M EARMA P RIBXES

PowerlWriter KEsri 2R UTD $ACH SHbe % 2 € I BOtaE, Rkt bk DX 18] A F - AR st H 4
B, WRESEREFIZITRE, AP AT LR A AR5 2ORBETT L 7] L

1, RHIRBOIE e S R Al S B R BAL L, I HL DR AL AR B A 2 o 3 e ik = ],
%00: A 1024KB ], I FRRF 2SI A 1000KB, KM 24KB & AR 25 F 1, AT DO A L 13 B
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FEEZE ]
Bl P RAUER B IR KN, RO R AR A, EE A S E IR .

Options for Target TargetlC Example' 4
Device larget ||:|utput l Listingl User I CAC++ I A=m I Linker I Debug I Utilities
STMicroslectronics STM32F103RG

—Code Generation
Xal (MHz): (B4.0 ARM Compiler:  |Use defautt compiler version 5 |
p Operating system: |Nune ﬂ
,:: System Viewer Fle: [ Use Cross-Module Optimization
= |5TM32F1 (3 svd J v Use MicroLIE [T BigEndian
[ Use Custom File
| — Read/Only Memory Areas — ReadWrte Memory Areas
T default  off-chip Start Size Startup default  off-chip Start Size Molnit
~  RoMI: | | c ™ RAMI: | | -
™ ROM2 | | C I RAMZ | | ]
i - EJJ’“ L1 RAMS: | [
un-ch'rp J[:,ﬁ_l:|L m@ﬂaﬂhilfﬂnz’l ﬂ24KE%m-d'1ip
¥ IRoM1. |2<B000000 | [0<100000 | @ ¥  IRAM7. |0<20000000 [0x18000 ™
1 I IRomz: | | £ ™ IRAMZ: | | [
|
0K | Cancel | Defaul ts | Help
— Read/Only Memary Areas — ReadWrite Memory Areas

default  off-chip Start Size Startup default  off-chip Start Size Molnit
~  Romt: | I c ™ Ram1: | | r
~ Romz | | £ ™ RAM2 | | r
r rRom3: | : o | I”  RAM3: | r

BEERC91000K, buildEHNSSHISRGE
¥  IROM1: |x8000000 | [0x0FAG00 5 [  IRAM1; |x20000000 [0x13000 I
™ IRoM2: | | » I IRAM2: | | I
e A B 85T PowerWri ter B8sid—k, W UID 254A/4F B4 — BLARAE, FH P R SR i g AN o Ho

#ECE R, OREIR BN i UID B aa 22l ad i, ERRBAS R woE, Mk “PugiR” , ARt “8
Fr#ERR”
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Cortex-W Taraet Driver

7]

ETup

« Debug | Trace Flash Download

—Download Function - RAM for Algorithm
] Logn | © Erase Full Chip | ¥ Program
! -Fi {* Erase Sectors | ¥ Verify Start: liEDﬂﬂDﬂﬂﬂ Cize: Iﬂxﬂﬂﬂﬂ‘
Do not Erase [~ Reset and Run

-Programming Algorithm

Description I Device Size l Device Type Address Range
STM32F10x XL-density Fla... 1M On-chip Flash 08000000H - 0BOFFFFFH

2, FEREFF TR A7 UID SR EH 2 18], R AEAS R UID_KEYADDR PLACEHOLDER EN %€ SCH1 0 B 1
HIAT S

|1 cortex_chipid_binding.h

71 If you define placeholders at the tail of the store, you may fail to compile

T2 because the compiler will automatically add some more information at the tail,

73 which may cause the ROM range to be exceeded:"Load region LR_IROM1 size (xxxx) exceeds limit (xx=x)",

T4 At this time, you need to make the address of the placeholder smaller

75

Ta UID EEYADDR PLACEHOLDER EN f{Eey Store Addr In Flash Enable/Disable Placeholder
bt r Th Warised il B vt I o e e N e 8 o 82 e s s n S

| ] cortex_chipid_binding.c
76 L
77|H#if UID KEYADDER PLACEHOLDER EN
78] | //Place a placeholder for the Key storage address

79} | const static char KeyInfo[UID KEY LENGTH] _ attribute ((at (UID KEYADDR INNER"UID CHIP MASK))):
80] | #endif
s

USRS AEF BEThRE, I BCRs UID SR A7 it B B O flash Huhik 4 8] o 52 A A7 &
Al BN N, AR UID B2k, B PR R 75
1 K Bl UTD 256, &K AT release AN IR UID A4

2) BUOEHIERBAZE, HAPIEH, AT DU R 21T HARS B RHEIE, release I AN HASMEE
ALY PowerWriter+TCWKEY besk— YOt fr, FHEIEEAGE, SKEHAU0NE, SR 2800 RG], 8l
fFH TCWKEY. exe MITMNKIZALIIRE, HES DU RITE R B PR FAR K -

;J\h-ltjg R = I
size: 12, data:0x36, 0xZ0, OxDA, 006, 043, OxdS, 039, 032, 0xdZ, 0xb1, O
c lp II:(L > ) 0 ‘ ‘ \I'EIH ) Mllti’g R 06, 043,

10:31:40.686> B AEIH, JE[EL cense
size: 12, data:0x4E, 0x00, 0= 77, 0xEY, 0x 75, 0x7F, 0x5E, 0x6C, 0xFD, 033, 0

= 7C, DI,

Pos ANHIHHC BRI UID SRS S B TR Fr B8 -
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6 % I a3

6.1 USB IXB)ZIEA I

AR IR A R G002 WinXP, Win7 B{Win8, HARE AR, WM ghost BifREENEH RS0, WRESIERI 2%
RIGHIIR G, ATAERIZE BRI “ST REdlleh M IRBh 2228 R0 7 SREUIE D720, i — MR Sl

https://blog. csdn. net/oshan2012/article/details/84063946

ANELEFE S SR RGN IR AT %%

6. 2 U] KT PowerWriter 1 ICWKEY & RTH

i TCWKEY. cxe T ICWKEY P28 CRAERD) HTSIL T, TCWKEY #A Poweririter F USB AR, 461 543
WP AR R

6. 3 WA N BIE CLIEFRRE| Bist A

2 PowerWriter BEREIIG, xigamt] 5%, WRA P HORER IEHE 5 AR, A0/ B IR B35
TRAF IS T, AT LM A PowerWri ter. exe B HoAfth T H 6 H AR v #bAT A0S, B0 [l e 80s WL 224 o 75 Al
JFIRRE SR — 2

6.4 AAMAT UID KL, B ARNN ARl

UID #ALE# 72 PowerWri ter KEscdt & (1, FRAINNERA AL, Prokde i medd, Miiiks%5.3 &
hil

6.5 P M I%TE 2 K2 EAFR UID SAUE

AR, FACBHEAS#EE chip ID BUKE, JBH 2 12bytes;
WA B2 B 7254, WREIE AT 141bytes CAFTRASE 141bytes, ANHEREEERAH HH) .

6. 6 e R R ]

1) BeEkinl 8, FeAiiiR, BLmal;
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2) BB A, RO A EH ARG A
3) PowerlWriter B{ ICWKEY % B [ AL B CFE/L
4) Hip R B8k T esIhae, toan STM32 )8 T i try?, JTAG &serial wire B #2EH;

5) Hbmt R Z Al ey hesad Ay, HAER B S RPRHE RS DB IIRE R, BUk GPTO, XA i 7 2k
HbrE R A G ok, B R R AR FHAT R

6) Pegatfti AR, HECA RS SRR RN, tinZ G AL, PUEFTIH K USB M IRE) i s LS TH
fR1/N e

6. 7 Fexja IR BIEERLE RN

AREE HiRS R CETT R T 3 Rer.

7 BRABRAN

ALY R, GRIID ARAR

M3k www. icworkshop. com
Fi%: 400-1568-598

ME4E: cs@icworkshop. com

AR (DEERAVAN

dn
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BA ] i
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V1.0l | 2022/10/24 | $¥hn “MCU 38 H = R A R4 27 AR
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