IR

PowerWriter AT Commander (Python k)

hR4<: 1.0.0
AFEMERT:

e powerwriter_at_cli_python.exe : #pS{ThHRA

e powerwriter_at_gui_python.exe : B RERA

P MERFERE Windows x64 BEE EXE, BIFREINAHRERS Python, EXE LUK
ARER powerwriter_at.d11 B ICWORKSHOP Technology (Shenzhen) Co., Ltd.
47 Authenticode &43.

1. INEEHELS

PowerWriter AT Commander 5&@id PowerWriter AT 12341 PowerWriter 55358,
2

IEERREREEMECE
o EEBMNCH. EEBGH ID, EEBRRTE;
* 2hH/BXER. OptionByte I¥5. BIrENI;
o BLTIENNE. =f. i, ZRMNEERSR
o BRI EMS®S;
® XJM powerwriter_at_samples.c HIRGIRIE,
CLI STIFRMENEE:
1. C++ CLI RERESE: B0 -info. -read -addr ... -s ...
2. FapSME: 40 info. read ...

GUI B R AN IR RRIZIRE.

2. 3 {4isiER

X Hi&

powerwriter_at_cli_python.exe wSITRER
powerwriter_at_gui_python.exe EfREER

powerwriter_at.d11 PowerWriter AT C E (GBEEEHNETE EXE &)
assets/powerwriter_at_demo_project.pkg TERE& LR

B4 EXE IBTRIRIBRENHRERIIER BR. BIrEIRICHERS Python, pip.
pyserial 8 Visual C++ i&1TE,

kg,
3. (RS
1. {5 USB £i&ERE PowerWriter J525RE8,
2. £ PowerWriter IR EIEINFFRE AT &,

3. XAEF PowerWriter BR{ELAR EftEaTEE 5 FEE— COM OBYFERe.
4. FPAEOE., PowerWriter BRIA USB #7154 vID 0028 / PID 0204,

5. FANREFHBEETES Bint kL.
ZeR®R: HR. SA. 5 OptionByte, NMETIENBELRRSIELBIRSH

ERRESEUR. HITENEMIAC RS ITREN]HE,; AENEATENIRE,
NN

4. S S1THRAF

4.1 FEIFIRRE

1  powerwriter_at_cli_python.exe --help
2 powerwriter_at_cli_python.exe -help
3  powerwriter_at_cli_python.exe --version

--help B/ "F@<; -help B/R C++ XUERFESEL
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4.2 2[Fi%EIR

1L

--port COMx
--baud N
--encrypt
--encrypt-key HEX
--encrypt-iv HEX
--debug

--quiet

-V . --version

1588

B0, NEEREEEME— PowerWriter
FHBORER, BN 9600 ; USB-CDC AJZ2RS

SR AES128-CBC IN&E(E, MRSIREIZE—H
AES Z5H: IEWF 32 NM7NHEIFR (16 1)

AES ¥I3AMKIAIE IV: 1IESF 32 M7=

i AT MR A

ERENALSEFRSRE, RESHETIUSEERNE.

AES128-CBC IZE(S

PowerWriter AT s BB 5 AES128-CBC, (M --encrypt BH, FiEd
--encrypt-key / --encrypt-iv EASIREFE—EM 16 FHEA IV. WPMEE

RS 32 NM/NHABIFR, IR, ES. BS. EELM ox RIS
1 powerwriter_at_cli_python.exe --port COM3 A
2 --encrypt A
3 --encrypt-key 00112233445566778899AABBCCDDEEFF A
4 --encrypt-iv 0102030405060708090A0BOCODOEOF10 A
5 info

AN IV RRRASRML. SIERRIERE --encrypt , FERFERA C RURIERTHIRIA

WM,

BRIV, IEERaGSITSHA LML shell HRICREHTETIRT.

4.3 BEHigH

N W N R

list --powerwriter F1 -scan £#E#E USB VID/PID 8iiEiAiR 5l PowerWriter,

doctor ERIGEMNSENTFEIRER,

4.4 C++ RIBRESE

e
-info

-cfg

-setcfg -f FILE

-setbaud -b BAUD
-connect

-status

-cid

-read -addr ADDR -s SIZE

-erase -t MS

powerwriter_at_cli_python.
powerwriter_at_cli_python.
powerwriter_at_cli_python.
powerwriter_at_cli_python.

exe list

exe list --powerwriter
exe doctor

exe -scan

-erase -t MS -addr ADDR -s SIZE

-write -addr ADDR -f FILE
-read-ob

-write-vob -t MS
-write-uob -t MS

-reset -type TYPE
-prj-info

-prj-1d -f FILE [-pwd PwD]

Vaan

I~

(16 13)

FEERLE --encrypt

FER/S --encrypt

i%88

EEEREER

EERRESACE

M JSON ZHENEE

REIRE AT IR
REEZBRGS (RRX—%HS)
ERRRAS, KSR
EEERGA 1D

EN BT

ERER

R ERR

BENBRRF (HEHSHF bin)
BN B ¥R OptionByte

S SERIA OptionByte

SFF OptionByte

SBER, BIARE 3
BFEETEER

InEELETE
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O
np??

-prj-sw -mode O\|1 -f FILE [-pwd PwD]

-prj-dis
-start

-offline-status

-factory-sram-fw -t MS

-factory-flash-fw -t MS

-bcst -data TEXT -dir DIR

-bcst -f FILE -dir DIR

-sleep -t MS

-Sscan

-f FILE
-pwd PWD
-b BAUD
-type N

-addr N

-t MS

-data S

-dir S

-kf true\|false
-wtrsp true\|false
-mode N

-fw-num N

5l

W 00 N O UV A W N B

[ S
N B O

4.5 Fan SMIE
we

Tist

doctor

about

guide

info

config-get

config-set

set-baud

powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port
powerwriter_at_cli_python.exe --port

N
i85

com3
com3
com3
com3
com3
com3
com3
com3
com3
com3
com3
com3

Tist [--powerwriter]

doctor

about

guide

info [--config]
config-get
config-set [1&%i]

set-baud BAUD

ax
MR
TrE=H3
PEERS
SuRE
piichil
KE

B (W)

IR

I HEAME:
REERTEE AT I

RESRH BB

0 #R%E,

1 SN

1588

IR TE, 1 "REMNE
HREEIRE
[EaESRR

B RBEERRIRS
B3I SRAM Eft
1B17LJ] Flash Ef4
THBXA

I3E .txt 8% .bin &
ENEF, FREREDS

13 PowerWriter i188%

usbtouart BY uarttousb

(REBSEL, Python hRXE .bin, LtSE#H2HE

-info
-read -addr 0x08000000 -s 0x100

-write -addr 0x08000000 -f app.bin

-erase -t 10000

-erase -t 10000 -addr 0x08000000 -s 0x1000
-prj-1d -f stm32f071.pkg

-prj-info
-connect
-status
-cid
-start
-offline-status

i5tH

FHERO

OEEE. FEME0
BREONE

B7R API E FIIRFRFNARER
IEERERRER, TGERE
EENECE

CE =

RE AT R4
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L 1B 1508

connect connect RiXKEREB RS
status status BEHERRS (REZ51)
id id BV A 1D

read read ADDRESS SIZE [-0 FILE] EENARF

write write ADDRESS FILE [--verify] [--no-prepare] [-y] ERE
write-prepare write-prepare TOTAL RIEGES

erase erase [--timeout MS] [-y] £ HER
erase-sector erase-sector ADDRESS SIZE [--timeout MS] [-y] B X E=pR

ob-read ob-read [-o0 FILE] = OptionByte
ob-write-vendor ob-write-vendor [--timeout MS] [-y] 5] &2kiA OptionByte
ob-write-user ob-write-user [--timeout MS] [-y] SHF OptionByte
reset reset [--type TYPE] EfB%x
project-info project-info BEIELIRE
project-Toad project-Toad FILE [--name NAME] [--password PwD] [--name-encoding ENC] [-y] mERITE
project-disable project-disable [-y] ZRTE
offline-start offline-start [-y] [ERELIRR
offline-status offline-status HF—RKRES
project-switch project-switch NAME [--password PwWD] [--reload] [--name-encoding ENC] PR THE
broadcast broadcast DATA [--hex] [--dir DIR] [--keep-frame] [--wait-rsp] [--timeout MS] 1B

factory-sram factory-sram [--timeout MS] =17 L] SRAM E&
factory-flash factory-flash [--timeout MS] =47 L] Flash Ef4
benchmark benchmark [--destructive] [-y] [--project FILE] EIRAE

config-set 1EIN:

1 --erase-type {none,chip,sector}

2 --vext {1.8,3.3,5.0,external}

3 --clock {1,2,5,10,20%

4 --buzzer {on,off,1,0}

5 --ob-update {0,1,2,3}

6 --auto {on,off,1,0}

7 --in-debounce MS --out-debounce MS

8 --disable-power-ap {on,off,1,0}

9 --run-ap {on,off,1,0}
10 --power-on-debounce MS --power-off-debounce MS
11  --reset-pin {0..7}

i

1 powerwriter_at_cli_python.exe --port CcoM3 info

2  powerwriter_at_cli_python.exe --port COM3 config-get

3  powerwriter_at_cli_python.exe --port coM3 read 0x08000000 256
4 powerwriter_at_cli_python.exe --port COM3 write 0x08000000 app.bin -y
5 powerwriter_at_cli_python.exe --port COM3 project-load stm32f071.pkg -y
6 powerwriter_at_cTli_python.exe --port COM3 project-info

7  powerwriter_at_cli_python.exe --port COM3 connect

8 powerwriter_at_cli_python.exe --port COM3 status

9 powerwriter_at_cli_python.exe --port CoM3 offline-start -y
10 powerwriter_at_cli_python.exe --port COM3 offline-status

4.6 EFTIEiiE
1. D08 5 B TR A T2

1 powerwriter_at_cli_python.exe --port COM3 project-Toad stm32f071.pkg -y

2. AT REBR:
1 powerwriter_at_cTli_python.exe --port COM3 project-info

N SR Project status: valid, FE5HFREARY size #1 CRC32,
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3. EEHABR:

1 powerwriter_at_cli_python.exe --port COM3 connect
2  powerwriter_at_cli_python.exe --port COM3 status
3  powerwriter_at_cli_python.exe --port com3 id

4. ZFEHPTIEEL. BA. #FREL OptionByte #{F.,
5. BEIRRE, BaMERSERFIRIBS:

1  powerwriter_at_cli_python.exe --port CoM3 offline-start -y
2  powerwriter_at_cli_python.exe --port COM3 offline-status

4.7 -setcfg JSON 7=f5l

1 {

2 "names": {

3 "vendor": "sTM32",

4 "series": "STM32F0 Series",

5 "model": "STM32F071xB"

6 b

7 "base config": {

8 "erase": 1,

9 "vext": 1,
10 "clock": 1,
11 "buzzer": false,
12 "option byte type": 3
13 I
14 "offline config": {

15 "1imit enable": false,

16 "Timit number": 1,

17 "auto": false,

18 "in debounce(ms)": 250,

19 "out debounce(ms)": 250
20 e
21 "output config": {
22 "disable power after programming": false,
23 "run target after programming"”: true,
24 "power on debounce(ms)": 100,
25 "power off debounce(ms)": 100,
26 "reset pin ctri": 1
27 }
28 }

4.8 13731588
o RMESHIEXNEERINT, T8HFA. BWABRSRFIEEBER.
Fin SR THEETE -y 5K --yes.
e connect RRXERBFGS; A status ERERRE.
e status &ZHIA S5,
e offline-start RF&IKER; A offline-status HiFHE.
e Python iz write {328 .bin {4, RFESEL -fw-num HHEEZBREK.
o | IBEUE=BMZ 256 FTIDE.
o CH+ [ HEDRBTRINRER

O usbtouart = cdc2uart

O uarttousb = uart2cdc

o RIEE --port Y, RSB RNEEHE—RY PowerWriter,

5. EIfREkRAS

Ban:

1 powerwriter_at_gui_python.exe

5118588
ESEREMNTEREZAM. Powerwriter only Si%iEGHE, BISZBEIIHE GUIES,

BEXEMBEMERRS UIES, RREFESAZRF, WEARY. AFRIEESR
SRIAPRE, AENXEMIRE. BORMAIRKNSNEH.

XFHES (48 %) @ A, BIARX. AP, BiE #E. #HEiE. F=E.
EPERFINE. BE. JFHERRIE. BI5. WhmE. 15, K5, A,
BEZE. BAFE. THHEIE. ENE. &IMAGE. BRENE. FKIRE.
ZAENE. DRIERMEE. RUAIE. DHRDME. SEANHE. BESIE. BHNE.
EKE. F=IE K=1E. Br=iE. ®IEE. REE. PR A= 5=E.
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FEiE. PORINE. 9FFIE. RIFITE FRETE Sisfksus. MseE.
WA, BIFEE. WEFEE.

EREATRISTFMIE 1180/ EFTHO JSON STbsf; IEMIRTSC#HEETVRREEnE,
ABE(E Python (T3, IFFXBIELIFSIENNEEER, FOMRERE
RIS — 5t WOMEHEREFIEIE JSON TPHESHHE, ITHIAE. FIaskiss
WEREHSHESHRATIER, BORAHRIRENEA.

BOTRARTEL, GUIIRE. SIFIE. BPRAH GUI B HBERMAES,;
IR AT BRSBTS IBIREAY, EFRAHE,

5.2 &&=

= 5B

Serial port prin e 1==] M|

Refresh BEiiaEEO

Baud rate EVREEER, BN 9600
AES128-CBC encryption BRI EEHEEZLA/IV
Connect / Disconnect FIREXEAEO
Powerwriter only HERRBIZIAY PowerWriter
Language GUI iE=iEx

W&IT ENEEEREIRS

A%k AES128-CBC encryption EEIEHIIEREXNEE. BN 16 FHEHM IV
(B 32N 7NEHI=ER) ;S IEEANX, Ak aREHERR—EZAM IV,
BEMAERAEN/AERNBANIRSE. REWANEERS, GUI ZA8ELnZsiEE,

AES128-CBC key (32 hex digits):

k*******************************

AES128-CBC IV (32 hex digits):

EEE R e L R L e L e e R

[] Show Generate

The key and IV must match the Power\Writer device settings.

Cancel OK

EZRIBTE PowerWriter IREEEIGITHFE AT =30, FHXHAEMSABRONER.

5.3 IIgEm

Device Info

BRBEIE SN, W{4hrZA. Bootloader. ZFEOREME. 4FEREFINIZIAS.
}%¥H: Refresh info. About,

Device Config

e Target info (read-only) : | &. &%, 8BS,
e Basic Settings : &I, VEXT, BIff. 181538 OptionByte EFA .
e offline settings : BirEaltGNFIENKHEE}.

e output Control : WEREWER/AE1T. LE/MIEEERL, AKX Reset pin control,
EffR5S w4 TUE Reset HERY 0-7 SAAR: BHRIHERBF/SME/
WHEAL. BH+RZEN. KN mESS. EBEA. FRESHERRO.
R ERERES 0-7 HNRIAE, RESETHREZE, FfEEX,

e AT Interface: RSB AT HIER,

e }%fH: Read config. Apply config. Set baud rate,

ECETEE C S_ATCmdRspwritercfg RISEPFER: BiraFR. EitiRE. RLRE.
BRSNS T, RIEFRIEE C NBER, FRifRwE.

Online Operations ({EZIR{E)

e Connect target. Query status. Read ID,
e Reset,
e Erase: chip erase. BXibH/AKE. Erase sector,

e Read Target Memory : ibit. {K<E. Read. Save...,
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e Write Target Memory : M{%. Browse.... I&/SHESEIEIN. write.
send prepare only, & .hex/ .ihx 4Bt NESBEIEA, ke
MHARE, HIFZER HEX; .bin/ .img XHAEREEMEIIL,

e OptionByte: Read OB. Write vendor default OB, Write user OB,

® Factory Test:. Run factory SRAM firmware. Run factory Flash firmware,

Offline Programming (BR#N4RIE)
e Project Info: JKZ&. K/\. CRC32, Refresh,

e Load project: M., TiE&. ZRE. X{HA%WS. Load to writer

Disable Project,

e Ooffline write: Start offline write., Query status. Stop polling,
BaifE GUI =Bl IRNGS, BRIz, KWEFHELLE.
e sSwitch Project (Pwxl) : T#E4%. 8. EFINEILIT. switch,
PRI e = B ABAEE.
Broadcast

ERAE, SMANAS/NAFIEEE, kiR AT MEE TN, RiemdE
send , AN EREF,

Sample Workflow

2L rRun safe workflow (RiEZFEE) F1 Run full workflow (destructive)
(#B&/S\/OptionByte/ TI2/EZLARFIE) . Stop SELERZEBEKELL,

TREMESER BN R,

Batch test settings ¥JFSHEEETO, M MNRENS N IELSBEEERTX.
REFIEN=KENMX AT S BHRBIUFIA/), FTEEFIEAIRESNEE/FERT,
R/ BN AN, BATATE). JRESURLAR T/ ik, mnEfntlie Tiend
E#EFA offline programming TIHRITRENI M. BFR. ZMEF14mE.

M save FEEHESEANHRIAFH GUIIREXHE, TXRBIEmNIRE;
Restore defaults YkE C ~AIFHIEASEL,

Connection

Connect timeout (s): 10,0 Reconnect timeout (s): 10.0

Safe workflow reads

Address: Size:
B Read range 1 020001000 2
@ Read range 2 0x08001000 32
@ Read range 3 0x20001020 32

Full workflow steps

@ Reset  Reset type: |Hardware reset + core reset ~ | Reset delay (ms): 200

B Write vendor default OB Timeout (ms): 5000

@ Chip erase  Timeout (ms): 10000

B Sector erase  Address: 0x080015FF Size: Ox1002 Timeout (ms): 10000
@ Write Target Memory  Address: 0x08000000 Size: 020000
B Read OB

B Write user OB Timeout (ms): 5000

@ Broadcast Broadcast data: Hello powerwriter AT\r\n

Direction: USB-CDC -= UART v| ) Keep full AT frame [_| Wait for response  Timeout (ms): 5000

Factory Test

B Run factory SRAM firmware  Timeout (ms): 5000

@ Run factory Flash firmware  Timeout (ms): 5000

Offline Programming

B Lcad project
praj
Uses the current Offline Programming project (file, name, password, encoding).

B Start offline write  Offline timeout (s): 120

Restore defaults Cancel Save
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Log

BREBEFIBERE. clear i3, save log... RFRIUE.

5.4 7= GUI 2

1. 15&3% PowerWriter B2, /=5 Connect,

2. ¥TFF offline Programming , E#EICECAY .pkg, M Load to writer,
Brad Refresh, HfIA status: valid,

3.3JFF online operations, a5 Connect target #[] Query status,

4, 1RZE(FEF Read Target Memory . Write Target Memory . Erase B
OptionByte,

5. B)RFR(FEH offline write — Start offline write, 2AIGH
Query status i,

6. (NTEZEERY{ER Broadcast B Factory Test,

6. i@l

AT EEEREIIREHEE (COM3, PWXT, j# SN, stm32f071.pkg) , FEEEL
%8 SN,

6.1 GUI REISLS

1- Device Info (I§FER)

@ PowerWriter AT Commander (Python) v1.0.0

Connection

Serial port: |[COM3 w Refresh Baud rate: [] AES128-CBC encryption Connect Disconnect

Connected: COM3 (PWX1)

Note: enable AT mode in the PowerWriter device preferences first; AES encryption must match the device settings.

Device Info Device Config Online Operations Offline Pragramming Broadcast Sample Workflow

Power'Writer

Model: PWX1

Serial number SN:  DEMO000000000000

Hardware version: 1.2

Bootloader: 1.00.02

Interface firmware:  1.00.54

Bound library: powerwriter_at.dll (ABI 0x00010000)
AT encryption: Disabled
Refresh info About

B PowerWriter only

Language: |English

2 - Device Config (iRBHcE)
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t? PowerWriter AT Cemmander (Python) v1.0.0

Connection

Serial port: |[COM3 ~ Refresh

Connected: COM3 (PWX1)

Baud rate: m [[] AES128-CBC encryption

Note: enable AT made in the PowerWriter device preferences first; AES encryption must match the device settings.

Device Info Device Config Online Operations Offline Programming Broadcast Sample Workflow

Target info (read-only)

Vendor: STM32

Series: STM32FD Series

Model:  STM32F071xB

Basic Settings

Erase mode: |Fu||—chip erase v|
OQutput VEXT: EEL ~|
Target clock: |10MHZ (default) V|
OptionByte update: |Restore default before programmin V|
Buzzer: B8 On
Read config Apply config

Offline Settings
Count limit:
Remaining count:

Auto target detect:

Insertion debounce (ms):

Removal debounce (ms):

Output Control

Power off after write:

Run after write:

Power-on debounce (ms):

Power-off debounce (ms):

Reset pin control:

Connect Disconnect

[ On

100

@ PowerWriter only  Language: [English ~

100

] On
B On

100

100

Hardware reset pin high-Z (no reset -~

Same 0-7 reset modes as Online Operations.

AT Interface

AT baud rate:

115200 ~

Set baud rate

The device replies at the old baud rate first; the host serial port then switches automatically.

3 - Online Operations (TEZZIZ(E)

6 PowerWriter AT Commander (Pythan) v1.0.0

Connection

Serial port: |[COM3 v Refresh

Connected: COM3 (PWX1)

Baud rate: ] AES128-CEC encryption

Note: enable AT mode in the PowerWriter device preferences first; AES encryption must match the device settings.

Device Info Device Config Online Operations Offline Programming Broadcast Sample Workflow

Connect and 1D

Connect target Query status Read ID Status: Connected Chip ID: 1B AB S5A C3
Reset
Hardware reset + core reset w Reset
Read Target Memory
Address: 0x08000000 Length: 16 Read Save..

P8000008 ©2 @3 54 82 26 12 @5 67 €9 @D 11 82 26 58 A2 3D |..

16 bytes @ 0x08000000
OptionByte

Read OB Write vendor default OB Write user OB =

Factory Test

Run factory SRAM firmware Run factory Flash firmware

= O
Connect Disconnect @ PowerWriter only  Language: |English ~
Erase
Chip erase Sector: 0x08000000 0x1000 Erase sector
Write Target Memory
Address: 0x08000000
File: app.bin Browse...

B Verify after write

Corresponds to factory_run_sram_fw / factory run_flash_fw

Write

B Send write prepare command

Send prepare only

4 - Offline Programming (BiH4RTE)



t? PowerWriter AT Commander (P

Connection

Serial port: |[COM3

Connected: COM3 (PWX1)

Note: enable AT made in the PowerWriter device preferences first; AES encryption must match the device settings.

~ Refresh Baud rate: m [[] AES128-CBC encryption

Connect Disconnect

@ PowerWriter only  Language: [English

Device Info Device Config Online Operations Offline Pragramming Broadcast Sample Workflow

Project Info

Status: Valid Size: 23602 bytes CRC32: OxFAFEF9BE Refresh

Load project

File: stm32f071.pkg

Project name:

stm32f071.pkg

Password:

“
Offline Write
Browse... Offline status is polled automatically after starting; you can also query manually.
Start offline write Query status Stop polling
Not started

File name encoding: |auto ~

Load to writer

Switch Project (PWX1)

Project name: stm32f071.pkg

Disable Project

5 - Broadcast (%)

Password: ] Reload Switch

6 PowerWnter AT Commander (Py

Connection

Serial port: |[COM3

Connected: COM3 (PWX1)

Note: enable AT mode in the PowerWriter device preferences first; AES encryption must match the device settings.

Device Info Device Config Online Operations Offline Programming Broadcast Sample Workflow

Direction: |USB-COC -= UART

Send data:

Hello PowerWriter

Response:

Powerkiriter AT broadcast demo response

6 - Sample Workflow (7REIRIE)

v Refresh Baud rate: ] AES128-CEC encryption

V| [[J Hex input  [_] Keep full AT frame [ Wait for response

Connect Disconnect

@ PowerWriter only  Language: |English

Send




t? PowerWriter AT Commander (Python) v1.0.0

Connection

Serial port: |[COM3 ~ Refresh Baud rate: m [[] AES128-CBC encryption Connect Disconnect @ PowerWriter only  Language: [English
Connected: COM3 (PWX1)
Note: enable AT made in the PowerWriter device preferences first; AES encryption must match the device settings.
Device Info Device Config Online Operations Offline Pragramming Broadcast Sample Workflow
API call order and dependencies
Powerkriter AT Operation Order and Dependencies
1. Open the device
- The Python client automatically runs powerwriter_at_init and starts the serial read thread.
2. Device information and configuration
- Read the writer information (get_writer_info) and configuration (get_writer_config) first.
- Use set_writer_config to change configuration; some fields (target name, offline count) are read-only.
- Use set_baudrate to change the AT baud rate: the device replies at the old baud rate, then
switches to the new baud rate, and the client automatically switches the host serial port rate.
3. Prerequisites for online operations {important)
- Before any online operation or offline programming, an offline project matching the target chip
must already be loaded on the device.
- For example, when using an 5TM32F@71, first load stm32F@871.pkg onto the device and confirm
that project-info reports active=1.
- The project must match the device model/QEM/firmware. If loading returns
ATErrorOfflineOem(33), use the official PowerWriter software to confirm the project OEM and
export it again; do not modify the raw .pkg data.
- If the device has no valid project, run “"Load Project" first; do not run online operations
directly.
4. Connect the target chip
- The connect command sends only one target_connect command.
- To confirm the connection state, run status (target_status), then read target_get_id.
5. Read, write, and erase
- Read: target_read (at most 256 bytes per request; the client splits it into chunks automatically).
- Write: call target_write_prepare(total length) first, then target_write(address, data); the sample
calls write prepare explicitly, and the client also offers an automatic write prepare option.
- Erase: target_erase (full chip) or target_erase_sector (sector).
- OptionByte: target_read_ob / target_write_vendor_ob / target_write_user_ob.
6. Reset
- The target chip disconnects after target_reset.
Run Sample
Run safe workflow Run full workflow (destructive) Stop Ready
The full workflow erases/writes Flash, writes OptionByte and loads an offline project.
— \; [=1-] -‘-a
M =
6.2 ;ﬁiéls 1- lakfuliéuiiﬁiﬁifrn:n.
GUI:
N .
1.1%#2 PowerWriter 821, s Connect,
2.3TFF pevice Info, BEIS. SN, 4. Bootloader FEAEHRA (B 1) .
v v HEY e
3. ¥TFF pevice config, mif Read config EENHEIRE (B 2) .
CLI:
1 powerwriter_at_cli_python.exe --port COM3 1info
2  powerwriter_at_cli_python.exe --port COM3 config-get
— IR
s -
1 Model: PwX1l | SN: <SN> | Hardware: 1.2 | Bootloader: 1.00.02 | Interface firmware: 1.00.54

A W N R

Target chip: STM32 / STM32F0 Series / STM32F071xB
Erase mode: Full-chip erase

Output VEXT: 3.3V

Target clock: 10MHz (default)

6.3 & 2 - FFBASEZLIE

GUI:

1. ¥JFF offline Programming,
2. |G Browse... , 1% stm32f071.pkg.,
3. &5 Load to writer,
4. 55 Refresh, T@IA:
O Status: valid
o Size: 23602 bytes

O CRC32: OXFAFEF9BE

W

m% 4o

CLI:

1 powerwriter_at_cli_python.exe --port COM3 project-Toad stm32f071.pkg -y

2

powerwriter_at_cli_python.exe --port COM3 project-info

N
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1 Project status: valid
2 Project size: 23602 bytes
3  CRC32 : OXFAFEF9BE

6.4 {87 3 - EEFENBIRAE

GUI:

1.¥JFF online operations,

2. 5 connect target,

3. | Query status, JKZEMNER Connected,

4. Bt Read ID (~fAI45ER: 1B A0 5A C3)

5. i\ 0x08000000 1 16 , 5 Read,

Z0E 3.

CLI:

AW N R

I :

1 Target chip connected
2 chip ID: 1B A0 5A C3

powerwriter_at_cli_python.
powerwriter_at_cli_python.
powerwriter_at_cli_python.
powerwriter_at_cli_python.

exe
exe
exe
exe

--port
--port
--port
--port

3 08000000 FF FF FF FF FF FF FF FF FF

6.5 @ 4 - BERF

GUI:

1. A TIEREA valid,

COM3 connect

COM3 status

com3 1id

coM3 read 0x08000000 16

FF FF FF FF FF FF FF  |....iiiiieann.

2. ¥JFF offline Programming -> offline write,

3. A start offline write,

4. iy Query status , FFREERTTHK,

20E 4.

CLI:

1 powerwriter_at_cli_python.exe --port ComM3 offline-start -y

2 powerwriter_at_cli_python.exe --port com3 offline-status

-

1 offline programming started

1 offline programming complete

6.6 j&: 5 - | 1BHGlAREE

GUI:

1. ¥JFF Broadcast , &AM, i\ Hello Powerwriter , m=i5 Send

(5) °

2. ¥JFF sample workflow, ®JiEfT Run safe workflow (HRIEHE) ;
ABRIIIEE, BENE1T Run full workflow (destructive) (E6) .

CLI:

1 powerwriter_at_cli_python.exe --port COM3 broadcast "Hello Powerwriter" --dir cdc2uart

eI ENEN S/ BiET:

1  powerwriter_at_cli_python.exe --port COM3 benchmark
2  powerwriter_at_cli_python.exe --port COM3 benchmark --destructive -y

7. B A)RR

s
HAZRBRO
HaEIn)

HEIR

USB %&. IXED. AT f&3. Powerwriter only JJjiE

KB PowerWriter SR{4FIEMEREO TR
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UL

offline project is disabled
Invalid offline project OEM
Target chip not connected
#ER{FiERd

I HEFCNR R

AES JB{ERM

Windows SmartScreen 2=

8. REFHN

BN

FNEBYILIE, FHEIA status: valid

TESREALE,; FAE7 PowerWriter SEEFHSHILETIE
WE B/, B connect target f§ Query status
HNREEL. TEAN. BintiEsE, YENEiHK USB
MBS MRS AT UART THRER TS

(IEIR = (EFAERE AES IR ERTEANE

A& #E S ICWORKSHOP Technology (Shenzhen) Co., Ltd.

&, B, OptionByte FIEL&RRAI, HABIRGHSTIEE,
AEERR. BARBERRIIEFIEEEIRE.
AENMFAEMZEE S OEM SHITE.
EINRRIED Bint R PREEE .

RIEE RIS EIERRAY VEXT FORTER.,

X3 OTP ESZRIFS F, SEFARER/ B N1THEER(E.

9. RFE532$5

7 &m: PowerWriter AT Commander, Python hx
heZA<: 1.0.0
AIHI T : powerwriter_at_cli_python.exe . powerwriter_at_gui_python.exe

X#Y: PowerWriter AT Command &%
https://docs.powerwriter.com/docs/powerwriter for arm/reference/ATCommand

AR csh@icworkshop.com

BER: https://www.icworkshop.com / https://www.powerwriter.com
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