PowerWriter AT Commander (Python Edition) User Manual

Version: 1.0.0

This manual covers:
e powerwriter_at_cli_python.exe - command-line interface
e powerwriter_at_gui_python.exe - graphical interface

Both programs are self-contained Windows x64 executables. Python does not need to
be installed on the target computer. The executables and the bundled
powerwriter_at.d11 are Authenticode-signed by ICWORKSHOP Technology (Shenzhen)

Co., Ltd.

1. Overview

PowerWriter AT Commander controls a PowerWriter programmer through the PowerWriter
AT protocol. It supports:

e writer information and configuration;

e target connection, chip ID and memory read/write;

e chip/sector erase, OptionByte read/write and target reset;

e offline project load, query, switch, disable and offline programming;
e broadcast and factory firmware commands;

e asample workflow that follows powerwriter_at_samples.c.
The CLI supports two equivalent styles:

1. C++ CLI compatible flat flags - for example -info, -read -addr ... -s ...

2. Subcommands - for example info, read ...

The GUI exposes the same functions through tabs and buttons.

2. Package Contents

File Purpose

powerwriter_at_cli_python.exe Command-line program

powerwriter_at_gui_python.exe Graphical program

powerwriter_at.d11 PowerWriter AT C library (normally bundled inside the executables)
assets/powerwriter_at_demo_project.pkg Demo offline project

The one-file executables extract their bundled files to a temporary directory at
run time. No external runtime, Python, pip, pyserial or Visual C++ redistributable
is required.

3. Preparation

1. Connect the PowerWriter device to the PC with a USB cable.
2. Open the PowerWriter device preferences and enable AT mode.

3. Close the official PowerWriter application and any other program that may be
using the same COM port.

4. |dentify the correct COM port. The default PowerWriter USB ID is
VID 0D28 / PID 0204.

5. Verify that the offline project stored in the device matches the target chip.

Safety: erase, write, OptionByte write, project load and offline
programming modify the target chip or the writer. Confirm the chip type and
project before running destructive commands. Do not use a mismatched project.

4. Command-Line Interface

4.1 Start and help

1  powerwriter_at_cli_python.exe --help
2 powerwriter_at_cli_python.exe -help
3  powerwriter_at_cli_python.exe --version

--help lists the subcommands. -help lists the C++-style flat flags.
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4.2 Global options

Option Description

--port COMx Serial port. If omitted, the program auto-selects a single PowerWriter.
--baud N Host serial baud rate. Default: 9600 . USB-CDC ignores this value.
--encrypt Enable AES128-CBC encrypted communication. Must match the device.
--encrypt-key HEX AES key: exactly 32 hex digits (16 bytes). Requires --encrypt.
--encrypt-iv HEX AES IV: exactly 32 hex digits (16 bytes). Requires --encrypt.

--debug Print AT frame transmit/receive debug logs.

--—quiet Print warnings and errors only.

-V, --version Show the program version.

Global options can appear before or after a subcommand. In flat-flag mode they
can appear anywhere in the argument list.

AES128-CBC encrypted communication

The PowerWriter AT command channel can use AES128-CBC. Enable it with
--encrypt and provide the same 16-byte key and IV configured in the device.
Both values accept 32 hexadecimal digits; spaces, commas, colons, hyphens and
Ox prefixes are ignored.

1 powerwriter_at_cli_python.exe --port COM3 A

2 --encrypt A

3 --encrypt-key 00112233445566778899AABBCCDDEEFF A
4 --encrypt-iv 0102030405060708090A0BOCODOEOF10 A
5 info

The key and IV must be supplied together. If both are omitted with
--encrypt, the C core's compile-time default key/IV is used. Keep in mind
that command-line arguments may be visible in shell history or process lists.

4.3 Port discovery

powerwriter_at_cli_python.exe Tist
powerwriter_at_cli_python.exe 1list --powerwriter
powerwriter_at_cli_python.exe doctor

D w N R

powerwriter_at_cli_python.exe -scan

Tist --powerwriter and -scan show PowerWriter devices identified by USB
VID/PID or description. doctor also checks the shared library and platform.

4.4 C++-style flat commands

Command Description

-info Read writer information

-cfg Read writer configuration

-setcfg -f FILE Write configuration from a JSON file
-setbaud -b BAUD Set the device AT baud rate

-connect Send the target connect command (one command only)
-status Query target status; polls for up to 5 seconds
-cid Read target chip ID

-read -addr ADDR -s SIZE Read target memory

-erase -t MS Full-chip erase

-erase -t MS -addr ADDR -s SIZE Sector erase

-write -addr ADDR -f FILE Write target memory ( .bin only)

-read-ob Read target OptionByte

-write-vob -t MS Write vendor default OptionByte

-write-uob -t MS Write user OptionByte

-reset -type TYPE Reset the target (default type: 3)
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Command Description

-prj-info Query offline project information
-prj-1d -f FILE [-pwd PwD] Load an offline project

-prj-sw -mode O\|1 -f FILE [-pwd PwD] Switch offline project; 1 reloads
-prj-dis Disable the offline project

-start Start offline programming
-offline-status Query offline programming status once
-factory-sram-fw -t MS Run factory SRAM firmware
-factory-flash-fw -t Ms Run factory Flash firmware

-bcst -data TEXT -dir DIR Broadcast text

-bcst -f FILE -dir DIR Broadcasta .txt or .bin file

-sleep -t MS Wait on the host; no device command is sent
-scan Scan for PowerWriter devices

Flat parameters:

Parameter Meaning
-f FILE File path
-pwd PWD Project password
-b BAUD Baud rate
-type N Reset type
-addr N Address
-s N Length
-t MS Timeout in milliseconds
-data s Broadcast text
-dir s Broadcast direction: usbtouart or uarttousb
-kf true\|false Forward the complete AT frame
-wtrsp true\|false Wait for a broadcast response
-mode N 0 = continue, 1 = reload
-fw-num N Accepted but ignored; the Python edition writes .bin only
Examples:
1 powerwriter_at_cli_python.exe --port CoM3 -info
2 powerwriter_at_cTli_python.exe --port COM3 -read -addr 0x08000000 -s 0x100
3  powerwriter_at_cli_python.exe --port COM3 -write -addr 0x08000000 -f app.bin
4 powerwriter_at_cli_python.exe --port COM3 -erase -t 10000
5 powerwriter_at_cli_python.exe --port COM3 -erase -t 10000 -addr 0x08000000 -s 0x1000
6 powerwriter_at_cli_python.exe --port COM3 -prj-1d -f stm32f071.pkg
7  powerwriter_at_cli_python.exe --port coM3 -prj-info
8 powerwriter_at_cli_python.exe --port COM3 -connect
9 powerwriter_at_cli_python.exe --port COM3 -status
10 powerwriter_at_cli_python.exe --port COM3 -cid
11  powerwriter_at_cli_python.exe --port COM3 -start
12  powerwriter_at_cli_python.exe --port COM3 -offline-status

4.5 Subcommand style

Command Syntax Description

Tist Tist [--powerwriter] List serial ports

doctor doctor Check library, platform and ports

about about Show interface information

guide guide Show call order and dependencies

info info [--config] Read writer information; optionally config

config-get config-get Read writer configuration
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Command Syntax Description

config-set config-set [options] Modify writer configuration
set-baud set-baud BAUD Set device AT baud rate
connect connect Send target connect command
status status Query target status (poll up to 5's)
id id Read target chip ID

read read ADDRESS SIZE [-0 FILE] Read memory

write write ADDRESS FILE [--verify] [--no-prepare] [-y] Write memory

write-prepare write-prepare TOTAL Send write-prepare

erase erase [--timeout MS] [-y] Full-chip erase

erase-sector erase-sector ADDRESS SIZE [--timeout MS] [-y] Sector erase

ob-read ob-read [-o0 FILE] Read OptionByte
ob-write-vendor ob-write-vendor [--timeout MS] [-y] Write vendor default OptionByte
ob-write-user ob-write-user [--timeout MS] [-y] Write user OptionByte

reset reset [--type TYPE] Reset target

project-info project-info Query offline project
project-1load project-load FILE [--name NAME] [--password PwWD] [--name-encoding ENC] [-y] Load project
project-disable project-disable [-y] Disable project
offline-start offline-start [-y] Start offline programming
offline-status offline-status Query status once
project-switch project-switch NAME [--password PWD] [--reload] [--name-encoding ENC] Switch project

broadcast broadcast DATA [--hex] [--dir DIR] [--keep-frame] [--wait-rsp] [--timeout MS] Broadcast

factory-sram factory-sram [--timeout MS] Run factory SRAM firmware
factory-flash factory-flash [--timeout MS] Run factory Flash firmware
benchmark benchmark [--destructive] [-y] [--project FILE] Sample workflow

config-set options:

1 --erase-type {none,chip,sector}

2 --vext {1.8,3.3,5.0,external}

3 --clock {1,2,5,10,20%

4 --buzzer {on,off,1,0}

5 --ob-update {0,1,2,3}

6 --auto {on,off,1,0}

7 --in-debounce MS --out-debounce MS

8 --disable-power-ap {on,off,1,0}

9 --run-ap {on,off,1,0}
10 --power-on-debounce MS --power-off-debounce MS
11  --reset-pin {0..7}

Examples:

1 powerwriter_at_cli_python.exe --port CcoM3 info

2  powerwriter_at_cli_python.exe --port CoM3 config-get

3  powerwriter_at_cli_python.exe --port coM3 read 0x08000000 256
4 powerwriter_at_cli_python.exe --port COM3 write 0x08000000 app.bin -y
5 powerwriter_at_cli_python.exe --port COM3 project-load stm32f071.pkg -y
6 powerwriter_at_cTli_python.exe --port COM3 project-info

7  powerwriter_at_cli_python.exe --port COM3 connect

8 powerwriter_at_cli_python.exe --port COM3 status

9 powerwriter_at_cli_python.exe --port CoM3 offline-start -y
10 powerwriter_at_cli_python.exe --port comM3 offline-status

4.6 Recommended project workflow

1. Load the offline project that matches the target chip:
1 powerwriter_at_cli_python.exe --port COM3 project-load stm32f071.pkg -y

2. Confirm that the project is valid:
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1 powerwriter_at_cli_python.exe --port COM3 project-info

The output should show Project status: valid and the expected size and CRC32.

3. Connect and verify the target:

1  powerwriter_at_cli_python.exe --port COM3 connect
2  powerwriter_at_cli_python.exe --port COM3 status
3  powerwriter_at_cli_python.exe --port com3 id

4. Read, write, erase or update OptionByte as required.

5. For offline programming, start the job and query its status separately:

1 powerwriter_at_cli_python.exe --port coM3 offline-start -y
2  powerwriter_at_cli_python.exe --port COM3 offline-status

-setcfg JSON example

"names": {
"vendor": "sTM32",
"series": '"STM32F0 Series",
"model": "STM32F071xB"
be
"base config": {
"erase": 1,
"vext": 1,
"clock™: 1,
"buzzer": false,
"option byte type": 3
b
"offline config": {
"1imit enable": false,
"Timit number": 1,
"auto": false,
"in debounce(ms)": 250,
"out debounce(ms)": 250
B
"output config": {
"disable power after programming": false,
"run target after programming": true,
"power on debounce(ms)": 100,
"power off debounce(ms)": 100,
"reset pin ctri": 1

4.8 Behavior notes

e Flat mode executes immediately. It does not ask for confirmation. Use it
only when you are sure about the target and project.

e Subcommand mode protects destructive operations. Add -y or --yes to
skip the confirmation prompt.

e connect sends only the target connect command. Use status to query the
target state.

e status polls for up to 5 seconds.
e offline-start only starts the job. Use offline-status to query progress.

e write inthe Python edition supports .bin files only. The flat -fw-num
parameter is accepted but ignored.

e Broadcast data is split into 256-byte packets automatically.
e (C++ direction names map as follows:

O usbtouart = cdc2uart

© uarttousb = uart2cdc

e |f --port is omitted, the program auto-selects the only detected PowerWriter.

5. Graphical Interface

Start the GUI:

1

powerwriter_at_gui_python.exe
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5.1 Language selection

The language selector at the right side of the connection bar, after the
Powerwriter only checkbox, changes the GUI language immediately. On first
start the GUI uses the system Ul language when it is supported, otherwise
English. The selection is saved per user and restored on the next start. The
window starts maximized by default.

Supported languages (48): English, Simplified Chinese, Traditional Chinese,
Japanese, Korean, Vietnamese, Thai, Indonesian, Malay, Filipino, Russian,
Arabic, German, French, Spanish, Portuguese, Italian, Turkish, Hindi, Bengali,
Urdu, Tamil, Telugu, Malayalam, Kannada, Marathi, Gujarati, Punjabi, Persian,
Hebrew, Dutch, Polish, Ukrainian, Greek, Swedish, Norwegian, Danish, Finnish,
Czech, Romanian, Hungarian, Bulgarian, Serbian, Slovak, Lithuanian, Swabhili,
Afrikaans, and Azerbaijani.

Translations are stored as independent JSON files under i18n/ . Edit the
matching file to refine a translation; no Python code change is required.
Initial non-Chinese translations were generated from the Chinese reference
and automatically checked for key coverage and placeholder integrity; native
speaker refinements are welcome. Right-to-left and Indic scripts are rendered
by the operating system font; the overall window layout remains left-to-right.

The command-line interface remains English. GUI labels, dialog messages,
operation status and GUI log messages use the selected language. Raw AT frame
logs and the sample-workflow reference text stay in English for technical
clarity.

5.2 Connection bar

Control Description

Serial port Port selection

Refresh Rescan serial ports

Baud rate Host baud rate; default 9600

AES128-CBC encryption Enable encrypted communication and configure the key/IV
Connect / Disconnect Open or close the serial port

Powerwriter only Show only detected PowerWriter devices

Language GUI language selection

Status line Connection and operation status

Checking AES128-CBC encryption opens an encryption settings dialog. Enter the
16-byte key and IV as 32 hex digits; use Show to reveal them and Generate to

create a random pair. The generated values must also be written to the device.
The dialog must be confirmed before the GUI can connect with encryption enabled.

AES128-CBC key (32 hex digits):

F*******************************

AES128-CBC IV (32 hex digits):

¢ 3 e e e e e g o e o o ofe e e o o o s s e s s o o e e o e ofe e e

[ ] Show Generate

The key and IV must match the Power\Writer device settings.

Cancel 0K

Enable AT mode in the PowerWriter device preferences and close other serial
applications before connecting.

5.3 Tabs
Device Info

Shows model, serial number, hardware version, bootloader version, interface
version, bound library and encryption state. Buttons: Refresh info, About.

Device Config

e Target info (read-only) :vendor, series and model.
e Basic Settings:erase mode, VEXT, clock, buzzer and OptionByte update mode.

e Ooffline Settings: target auto-detect and debounce times.
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e output Control : power-off/run-after-programming, debounce times and
Reset pin control. |t uses the same 0-7 reset modes as Reset on the
online Operations page: hardware keep-low/high-Z/reset, hardware + core
reset, software core/vector reset, power-on reset, and power-on reset with
released ports. An out-of-range value returned by the device is shown and
preserved rather than silently changed.

e AT Interface:setthe AT baud rate.
e Buttons: Read config, Apply config, Set baud rate.
The configuration page covers every field in the C
S_ATCmdRspwriterCfg structure: target names, base settings, offline settings,

output control and the reset-pin output mode. Read-only fields follow the C
comments and cannot be edited.

Online Operations

e Connect target, Query status, Read ID.

e Reset.

e Erase: Chip erase, sector address/length, Erase sector.
e Read Target Memory :address, length, Read, save....

e write Target Memory :file, Browse.. ., verify/prepare options, write,
Send prepare only. For .hex/ .ihx files the address field is disabled:
addresses come from the file, including multi-segment files. For .bin and
.img files the explicit address field is used.

e OptionByte: Read OB, Write vendor default OB, Write user OB.

® Factory Test: Run factory SRAM firmware, Run factory Flash firmware.

Offline Programming

e Pproject Info:status, size, CRC32, Refresh.

e Load project: file, project name, password, file-name encoding,

Load to writer, Disable Project.

e offline write: Start offline write, Query status, Stop polling.
After starting, the GUI polls the offline status automatically until it
completes, fails, or is stopped.

e sSwitch Project (Pwxl1) :project name, password, reload option, switch.
A success message and log entry are shown after switching.

Broadcast

Select direction, enter text or hexadecimal data, optionally keep the full AT
frame or wait for a response, then click send. The response is shown below.

Sample Workflow

Provides Run safe workflow (read-only steps)and
Run full workflow (destructive) (erase/write/OptionByte/project/offline steps).
Stop requests a stop between steps. The full workflow modifies the target.

Batch test settings opens a parameter editor for both workflows. Every
optional step has an enable switch. The three safe-workflow read ranges have
their own address and size; the full workflow exposes reset type/delay,
erase/write addresses and sizes, timeouts, broadcast data and factory-test
switches. Loading and switching the offline project uses the current project
file, name, password and encoding from the offline Programming tab.

Save writes the settings to the per-user GUI settings file; the values are
restored automatically on the next start. Restore defaults restores the
values from the C sample.
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Connection

Connect timeout (s): 10,0 Reconnect timeout (s): 10.0

Safe workflow reads

Address: Size:
B Read range 1 020001000 2
@ Read range 2 0x08001000 32
@ Read range 3 0x20001020 32

Full workflow steps

@ Reset  Reset type: |Hardware reset + core reset ~ | Reset delay (ms): 200

B Write vendor default OB Timeout (ms): 5000

@ Chip erase  Timeout (ms): 10000

B Sector erase  Address: 0x080015FF Size: Ox1002 Timeout (ms): 10000
@ Write Target Memory  Address: 0x08000000 Size: 020000
B Read OB

B Write user OB Timeout (ms): 5000

@ Broadcast Broadcast data: Hello powerwriter AT\r\n

Direction: USB-CDC -= UART v| ) Keep full AT frame [_| Wait for response  Timeout (ms): 5000

Factory Test

B Run factory SRAM firmware  Timeout (ms): 5000

@ Run factory Flash firmware  Timeout (ms): 5000

Offline Programming

B Lcad project
praj
Uses the current Offline Programming project (file, name, password, encoding).

B Start offline write  Offline timeout (s): 120

Restore defaults Cancel Save

Log

Shows operation and communication logs. Clear clears the pane; save 1log. ..
writes the log to afile.

5.4 Recommended GUI workflow

1. Select the PowerWriter port and click Connect.

2. Open offline Programming, choose the matching .pkg, click Load to writer,
then Refresh and confirm status: valid.

3. Open online Operations, click Connect target and Query status.

4. Use Read Target Memory, Write Target Memory, Erase Or OptionByte
as required.

5. For offline programming, use offline write -> Start offline write, then
Query status.

6. Use Broadcast or Factory Test only when required by your target/project.

6. Demo Walkthrough

The screenshots below use simulated device data (COM3, PWX1, demo serial number,
stm32f071.pkg ). They do not contain a real device serial number.

6.1 GUI tour

Figure 1 - Device Info tab
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t? PowerWriter AT Cemmander (Python) v1.0.0

Connection

Serial port: |[COM3 ~ Refresh

Baud rate: m [[] AES128-CBC encryption

Connect Disconnect @ PowerWriter only  Language: |English
Connected: COM3 (PWX1)
Note: enable AT made in the PowerWriter device preferences first; AES encryption must match the device settings.
Device Info Device Config Online Operations Offline Pragramming Broadcast Sample Workflow
PowerWriter
Madel: PWX1
Serial number SN:  DEMOO000000000000
Hardware version: 1.2
Bootloader: 1.00.02
Interface firmware: 1.00.54
Bound library: powerwriter_at.dll (ABI 0x00010000)
AT encryption: Disabled
Refresh info About
Figure 2 - Device Config tab
6 PowerWriter AT Commander (Pythan) v1.0.0
Connection
Serial port: |[COM3 v Refresh Baud rate: m ] AES128-CEC encryption Connect Disconnect @ PowerWriter only  Language: |English
Connected: COM3 (PWX1)
Note: enable AT mode in the PowerWriter device preferences first; AES encryption must match the device settings.
Device Info Device Config Online Operations Offline Programming Broadcast Sample Workflow
Target info (read-only) Offline Settings
Vendor: STM32 Count limit: Off
Series: STM32F0 Series Remaining count: 1
Model:  STM32F071xB Auto target detect: [Jon
Insertion debounce (ms): 100
Basic Settings
Removal debounce (ms): 100
Erase mode: |Fu||-chip erase V|
Output VEXT: |3.3v v| Output Control
Target clock: |1OMHZ (default) V| Power off after write: ] On
OptionByte update: |Restore default before programmin v| Run after write: @ on
Buzzer: B8 oOn Power-on debounce (ms): 100
Power-off debounce (ms): 100
Reset pin control: Hardware reset pin high-Z (no reset
Same 0-7 reset modes as Online Operations.
AT Interface
AT baud rate: 115200 W Set baud rate
The device replies at the old baud rate first; the host serial port then switches automatically.
Read config Apply config

Figure 3 - Online Operations tab
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Connection

= ]
Serial port: |[COM3 Refresh Baud rate: m [[] AES128-CBC encryption Connect Disconnect @ PowerWriter only  Language: [English ~
Connected: COM3 (PWX1)
Note: enable AT made in the PowerWriter device preferences first; AES encryption must match the device settings.
Device Info Device Config Online Operations Offline Programming Broadcast Sample Workflow
Connect and ID
Connect target Query status Read ID Status: Connected Chip ID: 1B AB 5A (3
Reset Erase
Hardware reset + core reset ~ Reset Chip erase Sector: 0x08000000 0x1000 Erase sector
Read Target Memory Write Target Memory
Address: 0x08000000 Length: 16 Read Save... Address: 0x08000000
File: app.bin Browse...
05000080 02 03 54 02 26 12 @5 07 09 @D 11 02 26 58 A2 30 |..T.&....... ap.=| @ Verify after write @ Send write prepare command
Write Send prepare only
16 bytes @ 0x08000000
OptionByte
Read OB Write vendor default OB Write user OB =
Factory Test
Run factory SRAM firmware Run factory Flash firmware Corresponds to factory_run_sram_fw / factory_run_flash_fw
Figure 4 - Offline Programming tab
6 PowerWnter AT Commander (Python) v — O
Connection
Serial port: |[COM3 v Refresh Baud rate: m ] AES128-CEC encryption Connect Disconnect @ PowerWriter only  Language: |English ~
Connected: COM3 (PWX1)
Note: enable AT mode in the PowerWriter device preferences first; AES encryption must match the device settings.
Device Info Device Config Online Operations Offline Programming Broadcast Sample Workflow
Praject Info
Status: Valid Size: 23602 bytes CRC32: OxFAFEF9BE Refresh
Load project Offline Write
e stm32f071.pkg Browse... Offline status is polled automatically after starting; you can also query manually.
Project name: stm32f071.pkg Start offline write Query status Stop polling
Password: Not started
File name encoding:
Load to writer Disable Project
Switch Project (PWX1)
Project name: stm32f071.pkg Password: [] Reload Switch

Figure 5 - Broadcast tab
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Connection

Serial port: |[COM3 ~ Refresh Baud rate: [[] AES128-CBC encryption Connect Disconnect @ PowerWriter only  Language: [English
Connected: COM3 (PWX1)
Note: enable AT made in the PowerWriter device preferences first; AES encryption must match the device settings.
Device Info Device Config Online Operations Offline Pragramming Broadcast Sample Workflow
Direction: |USB-CDC -> UART w| [ Hexinput [ ] Keep full AT frame [ ] Wait for response Send
Send data:
Hello PowerWriter
Response:
PowerWiriter AT broadcast demo response
Figure 6 - Sample Workflow tab
6 PowerWnter AT Commander (Python) v1.0.0
Connection
Serial port: |[COM3 v Refresh Baud rate: m ] AES128-CEC encryption Connect Disconnect @ PowerWriter only  Language: |English

Connected: COM3 (PWX1)

Note: enable AT mode in the PowerWriter device preferences first; AES encryption must match the device settings.

Device Info Device Config Online Operations Offline Programming Broadcast Sample Workflow

API call order and dependencies

Powerkiriter AT Operation Order and Dependencies

1. Open the device
- The Python client automatically runs powerwriter_at_init and starts the serial read thread.

2. Device information and configuration
- Read the writer information {(get_writer_info) and configuration (get_writer_ config) first.
- Use set_writer_config to change configuration; some fields (target name, offline count) are read-only.
- Use set_baudrate to change the AT baud rate: the device replies at the old baud rate, then
switches to the new baud rate, and the client automatically switches the host serial port rate.

3. Prerequisites for online operations (important)

- Before any online operation or offline programming, an offline project matching the target chip
must already be loaded on the device.

- For example, when using an STM32F@71, first load stm32F@71.pkg onto the device and confirm
that project-info reports active=l.

- The project must match the device model/OEM/firmware. If loading returns
ATErrorQfflinefem(33), use the official PowerWriter software to confirm the project OEM and
export it again; do not modify the raw .pkg data.

- If the device has no valid project, run “Load Project” first; do not run online operations
directly.

4. Connect the target chip
- The connect command sends only one target_connect command.
- To confirm the connection state, run status (target_status), then read target_get_id.

5. Read, write, and erase
- Read: target_read (at most 256 bytes per request; the client splits it into chunks automatically).
- Write: call target_write_prepare(total length) first, then target_write(address, data); the sample
calls write prepare explicitly, and the client also offers an automatic write prepare option.
- Erase: target_erase (full chip) or target_erase_sector (sector).
OptionByte: target_read_cb / target_write_vendor_ob / target_write_user_cb.

6. Reset
- The target chip disconnects after target_reset.

Run Sample

Run safe workflow Run full workflow (destructive) Stop Ready

The full workflow erases/writes Flash, writes OptionByte and loads an offline project.

6.2 Demo 1 - Read writer information

GUL:

1. Select the PowerWriter serial port and click connect.

2. Open Device Info;the model, serial number, hardware, bootloader and

interface versions are shown (Figure 1).
3. Open Device config and click Read config to read the current settings

(Figure 2).

CLI:
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1 powerwriter_at_cTli_python.exe --port coM3 info
2 powerwriter_at_cli_python.exe --port CoM3 config-get

Example output:

1 Model: PwX1l | SN: <SN> | Hardware: 1.2 | Bootloader: 1.00.02 | Interface firmware: 1.00.54

Target chip: STM32 / STM32F0 Series / STM32F071xB
Erase mode: Full-chip erase

Output VEXT: 3.3V

Target clock: 10MHz (default)

N W N R

6.3 Demo 2 - Load and verify an offline project

GULI:
1. Open offline Programming.
2. Click Browse... and select stm32f071.pkg.
3. Click Load to writer.
4. Click refresh and verify:
O Status: valid
o Size: 23602 bytes

© CRC32: OXFAFEF9BE
See Figure 4.

CLI:

1 powerwriter_at_cli_python.exe --port COM3 project-load stm32f071.pkg -y
2  powerwriter_at_cli_python.exe --port COM3 project-info

Example output:

1 Project status: valid
2 Project size: 23602 bytes
3  CRC32 : OXFAFEF9BE

6.4 Demo 3 - Connect and read target memory

GUI:

1. Open online Operations.

2. Click connect target.

3. Click Query status; the status should become connected.
4. Click rRead ID (example result: 1B A0 5A C3).

5. Enter 0x08000000 and 16, then click Read.

See Figure 3.
CLI:
1 powerwriter_at_cli_python.exe --port COM3 connect
2  powerwriter_at_cli_python.exe --port COM3 status
3  powerwriter_at_cli_python.exe --port com3 id
4 powerwriter_at_cli_python.exe --port COM3 read 0x08000000 16

Example output:

1 Target chip connected
2 chip ID: 1B A0 5A C3
3 08000000 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF |.uiiiunieennnnnn

6.5 Demo 4 - Offline programming
GUI:

1. Confirm that the project status is valid.
2. Open offline Programming -> offline write.
3. Click start offline write.

4. Click Query status and wait until the status reports completion.
See Figure 4.

CLI:
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1 powerwriter_at_cli_python.exe --port ComM3 offline-start -y
2 powerwriter_at_cli_python.exe --port comM3 offline-status

Example output:

1 offline programming started

1 offline programming complete

6.6 Demo 5 - Broadcast and sample workflow

GUL:

1. Open Broadcast, select the direction, enter Hello Powerwriter, then click
send (Figure 5).

2. Open sample workflow; run Run safe workflow for read-only steps, or
Run full workflow (destructive) after confirming the target and project
(Figure 6).

CLI:
1 powerwriter_at_cli_python.exe --port COM3 broadcast "Hello Powerwriter" --dir cdc2uart
For destructive experiments, use the sample workflow only on a test chip:

1 powerwriter_at_cli_python.exe --port COM3 benchmark
2  powerwriter_at_cli_python.exe --port COM3 benchmark --destructive -y

7. Troubleshooting

Symptom Check

No serial port found USB cable, driver, AT mode, powerwriter only filter

Access denied Close the official PowerWriter application and other serial tools

offline project is disabled Load a valid project and confirm Sstatus: valid

Invalid offline project OEM Project does not match the device; export a matching project with the official PowerWriter software

Target chip not connected Target power/wiring, click connect target, then qQuery status

Operation timed out Confirm the device is responsive, the project is valid and the target is connected; reconnect the USB cable if necessary
Broadcast has no response Check direction and whether the AT UART feature is enabled on the device

AES communication fails Enable encryption only when the device uses the same AES settings

Windows SmartScreen warning Verify that the publisher is ICWORKSHOP Technology (Shenzhen) Co., Ltd.

8. Safety and Best Practices

e Confirm the target chip and offline project before erase, write, OptionByte or
offline programming.

e Do not interrupt an erase, write or offline programming operation.
e Do not load a project exported for a different device model or OEM.
e Keep a backup of important target firmware.

e Use the correct VEXT and clock settings for the target board.

e For OTP or protected chips, verify the erase/write behavior before use.

9. Version and Support

e Product: PowerWriter AT Commander, Python edition
e Version: 1.0.0
e Executables: powerwriter_at_cli_python.exe, powerwriter_at_gui_python.exe

e Documentation: PowerWriter AT Command reference
https://docs.powerwriter.com/docs/powerwriter for arm/reference/ATCommand

e Technical support: csh@icworkshop.com

o Website: https://www.icworkshop.com / https://www.powerwriter.com
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